DNS SERVER

Domain Name System (DNS) adalah distribute database system yang digunakan

untuk pencarian nama komputer (name resolution) di jaringan yang mengunakan TCP/IP
(Transmission Control Protocol/Internet Protocol). DNS biasa digunakan pada aplikasi
yang terhubung ke Internet seperti web browser atau e-mail, dimana DNS membantu
memetakan host name sebuah komputer ke IP address. DNS dapat disamakan fungsinya
dengan buku telepon. Dimana setiap komputer di jaringan Internet memiliki host name
(nama komputer) dan Internet Protocol (IP) address. Secara umum, setiap client yang akan
mengkoneksikan komputer yang satu ke komputer yang lain, akan menggunakan host
name. Lalu komputer anda akan menghubungi DNS server untuk mencek host name yang
anda minta tersebut berapa IP address-nya. IP address ini yang digunakan untuk

mengkoneksikan komputer anda dengan komputer lainnya.

Konfigurasi Server

Setting DNS Forward Lookup Zones

1. Buka jendela Domain Name Server (DNS) dengan menekan tombol start —->
program —> administrative tools - DNS.
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Setelah itu untuk membuat suatu zona DNS baru, langkahnya adalah dengan meng klik kanan
pada forward lookup zones kemudian klik new zone.

7, dnsmgmt - [DNS\IF8-RTNBQRHRX67Forward Lookup Zones]
Action  View Window Hslp

B2l8E&

EATS | Farward Lookup Zones 2 zone(s)

= [ 1F8-RTNBGRHRR67 T Thpe Tstats
g Dyie Zone.. _msdes. surabi.com Active Direct...  Running
= Hlcurabimdt.com Active Direct...  Running
&l view
Hew Window from Here
Refresh
Export List...

Help.

Create anew zone.
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3. Dilayar pembuka klik Next

welcome to the New Zone
Wizard

This wizard helps you create a new zone for your DNS
server,

A zone translates DS names to related data, such as IP
addresses or netwark services,

To continue, cick Mext.

= Back | Mexté jl Cancel




4. Pilih primary zone dan kemudian klik tombol next

frewzomewana
;

2Zone Type g
The DNS server supports various bypes of zones and storage. N

Selsct the bype of zone you want to crsats:

@ Primary zone!
Creates a copy of & zons that can be updated directly on this server,

" Secondary zone

Creates a copy of & zons that exists on anather server, This aption helps balance
the pracessing load of primary ssrvers and pravides fault tolerance.

£ Stub zone

Creates a copy of & 20ne containing only Mame Server (NS), Start of Authority
(S0A), and possibly glue Host (A} recards., A server containing a stub zone is not
authoritative For that zone.

[V Store the zone in Active Directory (awailable orly if DNS server is a domain controllery

<ok Conea v
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5. Setelah itu pilih to all domain controllers in the active directory domain
surabi.com

New Zone Wizard

Active Directory 2one Replication Scope
Wou can select how you want DNS data replicated throughout your network,

Select how you want zone data replicated:
€ To all DN servers in the Active Directory forest surabi,com

7 To all NS servers in the Active Directory domain surabi.com

% 5 al domai cortrollers n the Active Ditectory domain surabl.con

Chaose this optian i the zone should be loaded by Windaws 2000 DHS servers
running on the: domain contrallers in the same domain.

= To | domain cortrallzrs specified in ke scope of the Following application dirsctary

partition

concel | Help
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6. Isi zona name - OK

Zone Name g
What is the name of the new zone? .

The zone name specifies the portion o the DS namespace For which this server is
authoritative, It might be your organization's domain name (For example, microsoft.com)
ar & portian of the domain name (For example, newzane.microsoft.com). The zane name is
ok the niame of the DNS server.,

N |

Zone name:

| sutabi, cam|

For more information about zone names, click Help.

« Back I uexg> I Cancel
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7. Dynamic Update - next

Dynamic Update g
You can specify that this DNS 20ne accepts secure, nonsecure, o na dynamic N

updates.

P | PN

Dynamic updates enable DNS client computers ko register and dynamically update their
resource records with a DNS server whenever changes ocour,

Select the type of dynamic updates you wank to allow:

" pllow anly secure dynamic updates (recommended for Ackive Dirsckory):
This option is available only For Active Directory-intedrated zones,

" pllow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted From any client.
ey This option is a significant security vulnerability because updates can be
accepted From untrusted sources,

" Do nat allow dynamic updates
Dynamic updates of resource recards are not accepted by this zone, You must update
these records manually.

<pack [ weqs | cancel
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8. Completing wizard -> finish

Completing the New Zone Wizard

ou have successfully completed the Mew Zone Wizard, You
specified the follawing settings:

Name: surabi.com
Tvpe: Active Directory-Integrated Primary

Lookup type: Forward

Mote: You should now add records to the zone or ensure
that recards are updated dynamically. You can then verify
name resolution using nslookup.

To clase this wizard and creats the new zone, click Finish,

Cancel Help
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9. Setelah itu kita akan membuat host baru yaitu dengan cara klik kanan - new

surabi.com 8 records)

IFE-RTNBQRHRXET Hame:
-0 Forward Lookup Zones 7 sites

[z _msdcs.surabi.com Clitcp
+]- ] surabiimut.com -

03 _udp
% Undate Server Data File nes
Reload nes
ent Falder) Stark of Authority (S0&) [14], if8-rtnbarhrx67.surabi. ..
Hew (CNAME]. . ent Folder) Mame Servar (NS) iF-rtnbarhr67 . surshi.com,
1 Fo  Wew Mai Exchanger (Mx)... &7 Host (A) 192,168.6.58
-0 Reverse L Wew Damain...
(]| Event View  Hew Delegation. ..
Other New Records. ..

Al Tasks

Yigw
Mew window From Here

Delete
Refresh
Export List...

Properties

Help

S B

(Create a new host resource record,
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2 Fle Action Yew Window Help
‘c: = ESE kG

3 s | surabi.com @ record(s)
= IFE-RTNBQRHRXET I
=1 Forward Lookup Zones

(B _msdes.surabi.com
(g0 surabimut com ame (uses parent demain name if blark):
E-zd surabi.com

(3 _sites

[

T Fully qualified damain name (FODK): ) )
|, Fg-rtnbarhre? surabi...
O _udp 5 4], ifa-rtnbarhrce?  surabi
(2 DomainDnsZones [ srabicom -rtnbarhrx67 surabl.com.
{13 ForestbnsZones IF address: 2,166,8.58
{1 Reverse Lookup Zanes ERCE]
(] Event Wiewsr

[~ Create associated pointer (PTRY record

[~ Allow any suthenticated user ko update DNS records with the
SamB DWner name

Concel
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2, File  Action  Wiew  Window  Help

e = |mm|Xx B 2|8 &
,J% DS | surabi.com 9 recordis)
EIB IFE-RTHBORHRRGT | [T
- D Forward Lookup Zones
[z _mnsdes surabi.com
i [ surabiimut, com Mame (uses parent domain name if blank):
=g surabi.com I

_sites

e

£ tep Fully qualified domain name (FQDM):

4], fg-rtnbgrhrx6 7. surabi. .
0 _uep Isurahi‘[nm. L b 1 o
{1 DomainDnsZanes -rtnbgrhr<67 surabi.com,
{1 ForestDnszones Ip address: hz.168.5.55

{2 Reverse Lookup Zones 192 168 & ] p2.168.8,58
@ Ewent Viewer

o Y
™ allow any

SIS EXn) ) The host record wi. surabi.com was successfully created.
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Setting DNS Reverse Lookup Zones

1. Pada tampilan awal klik kanan new zone untuk membuat zona yg baru

F8-RTNBQRHR X6 7 Reverse Lookup Zones]
Windaw  Help

e =+ 28 E @

2 Dhs Reverse Lookup Zones
= E IFG-RTMBQRHREET
E-3 Forward Lookup Zones .
(] _msdes.surabi.com \l) Add aNew Zone
[z surabimut.com
-5 surabi.com The Domain Marme Systern (DNS) allows a DNS namespace to be divided into 2ones, Each 2one stares
lTormat\on about one or more contiguous DNS domains,

add a new zone, on the Action menu, click New Zone,
Wigw »
Pleve Windovs From Here

Refresh

Help

Create a new zone.
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2. New zone wizard = next

Welcome to the New Zone
Wizard

This wizard helps yaou create a new zone for your DNS
server,

A zong kranslates DMS names to related data, such as TP
addresses or network services, .
be divided into zones. Each zone stores

To continus, click Next.
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3. Pilih zona type primary zone - next

Zone Type Q
The DMS server supports various bypes of zones and storage. §

Select the bype of zone you want to create:

Creates a copy of a zone that can be updated directly on this server. be divided into zones. Each zane stares
" Secondary zone
Creates a copy of a zone that exists on another server. This aption helps balance
the processing load of primary servers and provides Fault tolerance.
" Stub zone
Creates a copy of a 2one containing only Name Server (MS), Start of Autharity

(50a), and possibly glue Host () records. A server conkaining a stub zome is not
authoritative for that zane.

[¥ Store the zone in Active Directory (available only if DNS server is a domain contralier)

< Back I Hext I I Cancel
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4. Pada active directory zone replication scope > next

Active Directory Zone Replication Scope Q
‘You can select how you want DNS data replicated throughout your network, ‘

bl The

Select how you wank zone data replicated:
' To all DNS servers in the Active Directory Forest surabi.com

" To all DS servers in the Active Directory domain surabi.com be divided into zones. Each zone stores

¥ T all damain contrallers in the Active Directory domain surabi.com:

Choose this option if the zane should be loaded by Windows 2000 DNS servers
running on the domain controllers in the same domain.

£ T all domain controllers spesified in the scape of the follawing application directaory:
partitian:

K

< Back W Cancel Help




5. Isi network id = next

Reverse Lookup Zone Name g
A rewerse lookup zone translates 1P addresses into DMS names. .

]
=
4

Ta identify the reverse lookup zone, kype the netwark ID or the name of the zane.
% Natwork D

192 168 .8
be divided into zones. Each zone stores

The network 1D is the portion of the IP addresses that belongs ko this zone. Enter the
network 10 in its normal {not reversed) order.,

If yau use a zero in the network ID, it wil appeat in the 2one name. For example,
nebwark 1D 10 would create zone 10.in-addr.arpa, and network ID 10,0 would create
zone 0, 10.in-addr .arpa.
" Reyerse lookup zone name:
8.168.192.in-addr . arpa

For mare infarmation on creating & reverse lookup zone, click Help,

< Back I mextié I Cancel

Bistare| [ [ @ [ dnsmamt - orsyr A

6. Dynamic update - next

Dynamic Update Q
You can specify that this DNS zone accepts secure, nonsecure, of no dynamic ‘
updates,

Dwnamic updates enable DS client computers to register and dynamically update their
resource recards with a DMS server whenever changes occur,

Select the t F dt ic updat b b allow:
S HIE FYPIS OF BYTAMIE LPOates vou want ta slow be divided into zones. Each zone stores

£+ liow only secure dynamic updates (recommended For Active Directory
This option is available anly Far Active Directory-integrated zones.

" pllow both nonsecure and secure dynamic updates
Drynamic updates of resource recards are accepted From any client,
/g, This option s & significant security vunerabilty because updates can be
accepted from untrusted sources.

© Do not allow dynamic updates
Dynamic updates of resource records are not accepted by this zone, You must update
these records manually.

<Back Concel e




7. setelah selesai klik = finish

Completing the New Zone Wizard

‘ou have successfully completed the Mew Zone Wizard, You
spedified the Following settings:

Mame: .168.192.in-addrarpa
Type: Active Dirsctory-Inteqrated Primary

Lookup type: Reverse

Mote: You should now add records ko the zone or ensure
that records are updated dynamically. You can then verify
name resolution using nslookup.

Ta clase this wizard and create the new zone, click Finish,

be divided into 2ones. Each zone stares

Bistart] | (@ @ [ Z dnsmamt - [DNSIFS-.

Membuat Pointer

1. Pilih pada reserves lookupzone klikkanan = new pointer

Action  Yiew Window Hslp

B 2|3 E

192, 168.5.% Subnet 2 record(s)

= IFe-RTNBGRHRRET ame Trope

| Data

=L Forward Laokup Zones | [Z] tsame as parent foldsr) Start of Authority (SOA)

(g _msdes.surabi.com (same as parent Folder) Mame Server (N3)
[z surahiimut. com

(& surabi.com
=1 Reverse Lookup Zanes

Update Server Data File
Reload

Ne& 5 (CHAME), .

Mew Domain. ..,
[ew Delegation...
Other New Records. ..

(] Evert: viewer

All Tasks

View
Mew Window Fram Here

Delete
Refresh
Export List. ..

Fropetties

Help

=

[1], if8-rtnbarhrx67 surabi....
iFg-rtnbarhrx&7 . surabi.com.

Create a new pointer resource record.




2. Isi host IP number - pilih browse hostname - OK

dnsmgmt - [DNS'IF8-RTNBQRHRX67\Reverse Lookup Zones'192.168.8.x Subnet]

Pairer (PTR) |
=) IFa-RTHBQRHR:E7
(0 Forward Lookup Zones  Host I number:
[z _msdes. surabi. com [132 168 8 58
{5 surabimut.com
i (g surabi.com
=10 Reverse Lookup Zones
{30 192.166.8.x Subnet
Event Viewer Host name:
[ v, surabi,com

Irrborhrc 7. surabi..
thrx67 surabi.com,
Fully qualfied domain name (FODH):
| 58.8,168,192.in-addr arpa

|

I~ Allgw any authenticated user ko update all DMS records with the same:
name. This setting applies only to DS records for a new name.
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3. Pointer telah dibuat

dnsmgmt - [DNSYIF8-RTNBQRHR X6’ everse Lookup Zones', 192.168.8.x Subnet]

& Fle Acion Yiew Window Help

e BmEXEE @288

3 ous

192,168.8.x Subnet 3 recordis)

- FeRTNBORHRXE?
-3 Forward Lookup Zones
(20 _msdcs.surabi.com
(=] surabiimut. com
(=) surabi.com
S} 0 Reverse Laokup Zones
- -l3) 192.168.8.x Subnet
(i) Event Viewer

Marne | Type

| Data

[ =] (same as parent: folder) Start of Authority (5041
(same as parent Folder) Marne Server (S)

[1], iF&-rtnbarhrx67 surabi....
if8-rtnbgrhrx67. surabi.com.
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