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IS/IT Governance

� ‘‘IT governance is the responsibility of executives and the 

board of directors, and consists of the leadership, 

organizational structures and processes that ensure that 

the enterprise’s IT sustains and extends the organization’s 

strategy and objectives’’ (ITGI, 2003).

� ‘‘IT governance is the organizational capacity exercised by 

the board, executive management  and IT management to 

control the formulation and implementation of IT strategy 

and in this way ensure the fusion of business and IT’’ (Van 

Grembergen, 2002).



The five major drivers of IS governance are:

1. The search for competitive advantage in the dynamically 

changing information economy through intellectual assets, 

information, and IT

2. Rapidly evolving governance requirements across the 

Organization for Economic Cooperation and Development 

(OECD), underpinned by capital market and regulatory 

convergenceconvergence

� Quality requirements — Quality, Cost, Delivery

� Fiduciary requirements (COSO Report) — Effectiveness and Efficiency of 

operations; Reliability of Information; Compliance with laws and regulations

� Security requirements — Confidentiality; Integrity; Availability



The five major drivers of IS governance are:

1. The search for competitive advantage in the dynamically 

changing information economy through intellectual assets, 

information, and IT

2. Rapidly evolving governance requirements across the 

Organization for Economic Cooperation and Development 

(OECD), underpinned by capital market and regulatory 

convergenceconvergence

3. Increasing information- and privacy-related legislation 

(compliance)

4. The proliferation of threats to intellectual assets, information, 

and IT

5. The need to align technology projects with strategic 

organizational



WHAT DOES IT GOVERNANCE COVER?

�IT Strategic Alignment: “IT Alignment is a 

Journey, Not a  Destination.”

�IT Value Delivery: “IT Value is in the Eye of the 

Beholder.” 
• ���� The basic principles of IT value are delivery on time, within 

budget and with the benefits that were promisedbudget and with the benefits that were promised
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Competitive advantage, elapsed time 

for order/service fulfillment, 

customer satisfaction, customer wait 

time, employee productivity and 

profitability



WHAT DOES IT GOVERNANCE COVER?

�IT Strategic Alignment: “IT Alignment is a 

Journey, Not a  Destination.”

�IT Value Delivery: “IT Value is in the Eye of the 

Beholder.”

�Performance Measurement: “In IT,  if You’re �Performance Measurement: “In IT,  if You’re 

Playing  the Game and Not Keeping Score, 
You’re Just Practising.”

�Risk Management: “It’s  the IT Alligators You 

Don’t See that Will Get You.”



IT Governance Focus on 

1. Value delivery

2. Strategic alignment

3. Risk management

4. Resource management

5. Performance management5. Performance management

maturity models, critical success

factors (CSFs), key goal indicators (KGIs) and 

key performance indicators (KPIs)



IT Governance Focus on 

Value Delivery, strategic alignment, risk management, 

Resource management, performance  Management. 

(V, A, R, R, P) 



IT Governance Guidance

� AS 8015-2005 (http://www.saiglobal.com/): Australian 

Standard for Corporate Governance of Information and 

Communication Technology.

� CobiT (Control Objectives for Information and Related 

Technology; http://itgi.org/): Another approach to 

standardize good IT control practices.standardize good IT control practices.

� ISO/IEC 27001 (http://www.iso.org): A set of best 

practices for organizations to follow to implement and 

maintain a security program. It started out as British 

Standard 7799 (BS7799 Part 2). Typically organizations 

use ISO 27001 with another well-known ISO standard 

(ISO/IEC 27002, formerly ISO/IEC 17799).



IT Governance Guidance

� ISO/IEC 38500:2008 (http://www.iso.org): Another framework for 

effective governance of IT to assist those at the highest level of the 

organization to understand and fulfill their legal, regulatory, and 

ethical obligations in respect of their organization’s use of IT. ISO/IEC 

38500 is applicable to organizations of all sizes, including public and 

private companies, government entities, and not-for-profit 

organizations. It provides guiding principles for directors of 

organizations on the effective, efficient, and acceptable use of IT within organizations on the effective, efficient, and acceptable use of IT within 

their organizations.

� Information Security Management Maturity Model (ISM3; http://www. 

ism3.com/): A process-based ISM maturity model for security.

� IT Infrastructure Library (ITIL; http://www.itil-officialsite.com/): A 

detailed framework with hands-on information on how to manage IT 

successfully. 

� Val IT (http://www.itgi.org/): An enterprise value management 

framework for IT investments.



ISO principles for corporate governance of IT
Adapted from: ISO/IEC 38500:2008 – Corporate Governance of Information 

Technology



Enterprise Governance of IT related to COBIT and Val IT
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ISO 27000 Family of Standards
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ISO 27000 Family of Standards (2)
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ISO 27000 Family of Standards (3)
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ISO 27000 Family of Standards (4)
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6 Key asset to accomplish organization strategies 

and generate business value

Adapted from: Weill, P., and Ross, J., 2004, IT Governance: How Top Performers 

Manage IT Decision Rights for Superior Results. Boston: Harvard Business School 

Press. Portions (CISR).

IP Asset=Intellectual Property
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