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IT Policy Compliance Management

▶▶▶▶ Keeping a balanced perspective on IT policy compliance

▶▶▶▶ Understanding the auditor’s perspective

▶▶▶▶ Aligning IT compliance/security with business processes

▶▶▶▶ Building an IT compliance policy and controls environment▶▶▶▶ Building an IT compliance policy and controls environment

▶▶▶▶ Establishing and monitoring accountability

▶▶▶▶ Using risk-based prioritized remediation of control weaknesses
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Remember the Big Picture

� Maintaining your perspective starts with understanding your 

organization’s policy control objectives

� Understanding the auditor mentality

� What if fail?� What if fail?

� You have to prove it!
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Align IT Policy Compliance and Security with

the Business



Understand

Your Technology Environment

� Identifying your environment: 

� homogeneous environment

� Heterogeneous environments

� Bearing virtualization and cloud computing in mind� Bearing virtualization and cloud computing in mind

-- Virtualization or the abstraction of IT resources is
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IT Compliance Starts with Policy

� Compliance requires specific technical and procedural details
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Establish Accountability

� Starting at the top

� Defining roles and responsibilities

� Improving your value to executives with policy compliance
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Conduct a Pre-Audit or Readiness

Assessment

✓✓✓✓ A policy and procedure review.

✓✓✓✓ An organizational review.

✓✓✓✓ A high-level controls architecture review.

✓✓✓✓ A review of previous audit reports.

✓✓✓✓ A comparison of a sample group of normal and administrative users’ levels of access to ✓✓✓✓ A comparison of a sample group of normal and administrative users’ levels of access to 

what is necessary.

✓✓✓✓ A review of standard build documents.

✓✓✓✓ A comparison of a sample of systems with secure build documents.

✓✓✓✓ A review of change management procedures and selection of a sample of change tickets to 

review and see if procedures were followed.

✓✓✓✓ A review of incident-handling procedures and selection of a sample of tickets to review and 

see if procedures were followed.

✓✓✓✓ A physical and environmental control walk-through.
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Centralize IT

Policy Program Management

� Select a common risk model and a set of standards for the 

organization.

� Normalize reporting so that values are consistent across 

regions and lines of business.regions and lines of business.

� Leverage a common set of industry standards such as CIS, 

AusCERT, ISO, or SANS.

� Validate that policies created by regional teams are accurate 

and applicable enterprise-wide.
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A well-defined risk program includes common best 

practices

� Maintaining asset definitions and a process for keeping the inventory 

up to date, including business layer goals and objectives as part of an 

asset’s valuation.

� Understanding the threat landscape and how probability and 

consequence of threats are common pairings with vulnerabilities that consequence of threats are common pairings with vulnerabilities that 

top the list of remediation tasks.

� Conducting an ‘impact analysis’ of suggested changes to avoid 

negative effects of remediation activities on critical business 

processes.

� Implementing well-defined repeatable processes where a ‘rinse-lather-

repeat’ cycle continuously improves and streamlines processes.

� Collaboration among regional teams to ensure components of the 

program are standardized and resource requirements are understood 

for all phases of the program.
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