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INTRODUCTION TO THIS GUIDE
Control Objectives for Information and related Technology (COBIT®) is a comprehensive set of resources that contains all the
information organisations need to adopt an IT governance and control framework. COBIT provides good practices across a domain
and process framework in a manageable and logical structure to help optimise IT-enabled investments and ensure IT is successful in
delivering against business requirements.

COBIT contributes to enterprise needs by:
• Making a measurable link between the business requirements and IT goals
• Organising IT activities into a generally accepted process model
• Identifying the major IT resources to be leveraged
• Defining the management control objectives to be considered
• Providing tools for management:

– Goals and metrics to enable IT performance to be measured
– Maturity models to enable process capability to be benchmarked
– Responsible, accountable, consulted and informed (RACI) charts to clarify roles and responsibilities

The COBIT IT processes, business requirements and control objectives define what needs to be done to implement an effective
control structure to improve IT performance and address IT solution and service delivery risks.

COBIT, in versions 4.0 and higher, includes all of the following:
• Framework—Explains how COBIT organises IT governance, management and control objectives and good practices by IT domains

and processes, and links them to business requirements
• Process descriptions—Describe 34 IT processes covering the IT responsibility areas from beginning to end
• Control objectives—Provide generic good practice management objectives for IT processes
• Management guidelines—Offer tools to help assign responsibility, measure performance, and benchmark and address gaps 

in capability
• Maturity models—Provide profiles of IT processes describing possible current and future states

COBIT Control Practices: Guidance to Achieve Control Objectives for Successful IT Governance, 2nd Edition, provides guidance
on the risks to be avoided and value to be gained from implementing a control objective, and instruction on how to implement the
objective. Control practices are strongly recommended for use with the IT Governance Implementation Guide: Using COBIT® and
Val ITTM, 2nd Edition.

COBIT Control Practices offers the more detailed guidance needed by management, service providers, end users and control
professionals and helps them with justifying and designing the specific controls needed. The material in the second edition consists
of control practice statements expressed as action-oriented implementation steps derived from the first publication released in 2004
and now aligned with COBIT 4.1.

The control practices provide the how, why and what to implement for each control objective to improve IT performance and/or
address IT solution and service delivery risks. This material is of use to:
• Management, service providers, end users and control professionals who need to justify and design or improve specific controls
• Assurance professionals who may be asked for their opinions regarding proposed implementations or necessary improvements 

By providing guidance on why controls are needed and what good practices will help toward meeting specific control objectives,
COBIT Control Practices, 2nd Edition, helps ensure that solutions put forward are more likely to be completely and successfully
implemented.

The elements of the COBIT Control Practices, 2nd Edition, are:
• Value and risk statements—Provide guidance to help articulate why it is worthwhile to implement the control objective. The value

statements provide examples of the business benefits that can be derived from achieving the control objective, while the risk
statements provide examples of the risks that can be mitigated. They help both assurance professionals and IT governance
implementers provide a justification and a business case for implementing control improvements and for substantiating the risk of
controls not being adequately addressed.

• Control practices—For the process controls (generic process-level control objectives), the application controls and for the specific
control objectives in each IT process

INTRODUCTION TO THIS GUIDE
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The control objectives are identified by a two-character domain reference (PO, AI, DS and ME) plus a process number and a
control objective number. In addition to the control objectives, each COBIT process has generic control requirements that are
identified by PCn, for process control number. They should be considered together with the process control objectives to have a
complete view of control requirements.

COBIT assumes the design and implementation of automated application controls to be the responsibility of IT, covered in the
Acquire and Implement domain. The operational management and control responsibility for application controls is not with IT,
but with the business process owner. Hence, the responsibility for application controls is an end-to-end joint responsibility
between business and IT, with the business being responsible for properly defining functional and control requirements and IT
being responsible for automating, implementing and establishing controls to maintain the integrity of applications. The
application controls are identified by ACn, for application control number.

In addition, three generic control practices are suggested that apply to the implementation of each control objective. They are:
• Approach—Design the control approach for achieving this control objective and define and maintain the set of control practices

that implement this design.
• Accountability and responsibility—Define and assign accountability and responsibility for the control objective as a whole, and

responsibility for the different control practices (see RACI chart). Make sure personnel have the right skills and necessary
resources to execute these responsibilities.

• Communication and understanding—Ensure that the manner in which the control practices implement the control objective is
communicated and understood.

A complete set of generic and specific control practices provides one control approach consisting of all the steps that are necessary
and sufficient for achieving the control objective. They provide high-level guidance, at a level below the control objective for
assessing actual performance and for considering potential improvements. However, they may not be at a sufficient level of detail
for implementation and further guidance may need to be obtained from specific relevant standards and best practices such as ITIL,
ISO/IEC 17799 and PRINCE2. 

The control practices can be used to compare to current capabilities and also to guide the design of improvements.

In summary, each control practice:
• Is a non-prescriptive control design for achieving the control objective
• Describes a set of necessary and sufficient steps to achieve a control objective
• Is action-oriented 
• Is relevant to the purpose of the control objective
• Considers the inputs, activities and outputs of the process
• Supports establishment of clear roles and responsibility

COBIT CONTROL PRACTICES, 2ND EDITION
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P O — P L A N A N D O R G A N I S E

PO1 Define a Strategic IT Plan

PO2 Define the Information Architecture

PO3 Determine Technological Direction

PO4 Define the IT Processes, Organisation and Relationships

PO5 Manage the IT Investment

PO6 Communicate Management Aims and Direction

PO7 Manage IT Human Resources

PO8 Manage Quality

PO9 Assess and Manage IT Risks

PO10 Manage Projects
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N
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D
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R

G
A

N
ISE



PO—PLAN AND ORGANISE

13I T G O V E R N A N C E I N S T I T U T E

P
O

1.
1 

 I
T

 V
al

ue
 M

an
ag

em
en

t 
W

or
k 

w
ith

 th
e 

bu
si

ne
ss

 to
 e

ns
ur

e 
th

at
 th

e 
en

te
rp

ri
se

 p
or

tf
ol

io
 o

f 
IT

-e
na

bl
ed

in
ve

st
m

en
ts

 c
on

ta
in

s 
pr

og
ra

m
m

es
 th

at
 h

av
e 

so
lid

 b
us

in
es

s 
ca

se
s.

 R
ec

og
ni

se
 th

at
th

er
e 

ar
e 

m
an

da
to

ry
, s

us
ta

in
in

g 
an

d 
di

sc
re

tio
na

ry
 in

ve
st

m
en

ts
 th

at
 d

if
fe

r 
in

co
m

pl
ex

ity
 a

nd
 d

eg
re

e 
of

 f
re

ed
om

 in
 a

llo
ca

tin
g 

fu
nd

s.
 I

T
 p

ro
ce

ss
es

 s
ho

ul
d

pr
ov

id
e 

ef
fe

ct
iv

e 
an

d 
ef

fi
ci

en
t d

el
iv

er
y 

of
 th

e 
IT

 c
om

po
ne

nt
s 

of
 p

ro
gr

am
m

es
 a

nd
ea

rl
y 

w
ar

ni
ng

 o
f 

an
y 

de
vi

at
io

ns
 f

ro
m

 p
la

n,
 in

cl
ud

in
g 

co
st

, s
ch

ed
ul

e 
or

fu
nc

tio
na

lit
y,

 th
at

 m
ig

ht
 im

pa
ct

 th
e 

ex
pe

ct
ed

 o
ut

co
m

es
 o

f 
th

e 
pr

og
ra

m
m

es
. I

T
se

rv
ic

es
 s

ho
ul

d 
be

 e
xe

cu
te

d 
ag

ai
ns

t e
qu

ita
bl

e 
an

d 
en

fo
rc

ea
bl

e 
se

rv
ic

e 
le

ve
l

ag
re

em
en

ts
 (

SL
A

s)
. A

cc
ou

nt
ab

ili
ty

 f
or

 a
ch

ie
vi

ng
 th

e 
be

ne
fi

ts
 a

nd
 c

on
tr

ol
lin

g 
th

e
co

st
s 

sh
ou

ld
 b

e 
cl

ea
rl

y 
as

si
gn

ed
 a

nd
 m

on
ito

re
d.

 E
st

ab
lis

h 
fa

ir
, t

ra
ns

pa
re

nt
,

re
pe

at
ab

le
 a

nd
 c

om
pa

ra
bl

e 
ev

al
ua

tio
n 

of
 b

us
in

es
s 

ca
se

s,
 in

cl
ud

in
g 

fi
na

nc
ia

l
w

or
th

, t
he

 r
is

k 
of

 n
ot

 d
el

iv
er

in
g 

a 
ca

pa
bi

lit
y 

an
d 

th
e 

ri
sk

 o
f 

no
t r

ea
lis

in
g 

th
e

ex
pe

ct
ed

 b
en

ef
its

.

C
on

tr
ol

 P
ra

ct
ic

es

1.
 D

ef
in

e 
a 

co
m

m
itt

ee
, s

up
po

rt
ed

 b
y 

a 
fo

rm
al

 c
ha

rt
er

 a
nd

 c
on

ta
in

in
g 

bo
th

 I
T

 a
nd

 b
us

in
es

s 
un

it 
le

ad
er

sh
ip

, w
ith

 th
e 

ob
je

ct
iv

e 
of

 d
ir

ec
tin

g 
IT

-e
na

bl
ed

 in
ve

st
m

en
t

pr
og

ra
m

m
es

, I
T

 s
er

vi
ce

s 
an

d 
IT

 a
ss

et
s.

2.
 E

ns
ur

e 
th

at
 th

e 
m

an
ag

em
en

t a
ct

iv
iti

es
 o

f 
th

e 
IT

-e
na

bl
ed

 in
ve

st
m

en
t p

ro
gr

am
m

es
, I

T
 s

er
vi

ce
 a

nd
 I

T
 a

ss
et

s 
us

e 
a 

fo
rm

al
 p

ro
ce

ss
 th

at
 r

eq
ui

re
s 

bu
si

ne
ss

 c
as

es
 th

at
 in

cl
ud

e
co

st
-b

en
ef

it 
an

al
ys

is
, a

na
ly

si
s 

of
 a

lig
nm

en
t w

ith
 b

us
in

es
s 

st
ra

te
gy

, r
is

k 
as

se
ss

m
en

ts
, S

L
A

s 
fo

r 
IT

 s
er

vi
ce

s 
an

d 
th

e 
im

pa
ct

 to
 th

e 
cu

rr
en

t I
T

 p
or

tf
ol

io
.

3.
 E

ns
ur

e 
th

at
 th

e 
m

an
ag

em
en

t a
ct

iv
iti

es
 o

f 
th

e 
IT

-e
na

bl
ed

 in
ve

st
m

en
t p

ro
gr

am
m

es
 in

cl
ud

e 
a 

pr
oc

es
s 

th
at

: 
• 

M
on

ito
rs

 th
e 

de
ve

lo
pm

en
t a

nd
 d

el
iv

er
y 

of
 I

T
 c

om
po

ne
nt

s 
of

 in
ve

st
m

en
t p

ro
gr

am
m

es
• 

R
eq

ui
re

s 
re

vi
ew

s 
of

 I
T

 s
er

vi
ce

 d
el

iv
er

y 
ag

ai
ns

t e
qu

ita
bl

e 
an

d 
en

fo
rc

ea
bl

e 
SL

A
s

• 
M

on
ito

rs
 d

ev
ia

tio
ns

 in
 te

rm
s 

of
 c

os
t, 

tim
in

g 
an

d 
fu

nc
tio

na
lit

y
4.

 E
ns

ur
e 

th
at

 a
cc

ou
nt

ab
ili

ty
 f

or
 v

al
ue

 d
el

iv
er

y,
 i.

e.
, t

he
 a

ch
ie

ve
m

en
t o

f 
bu

si
ne

ss
 b

en
ef

its
 th

ro
ug

h 
th

e 
us

e 
of

 I
T,

 is
 c

le
ar

ly
 a

ss
ig

ne
d 

at
 a

n 
ap

pr
op

ri
at

e 
le

ve
l.

Va
lu

e 
D

riv
er

s
C

on
tr

ol
 O

bj
ec

ti
ve

• 
IT

 in
ve

st
m

en
ts

’b
en

ef
it 

tr
an

sp
ar

en
t

an
d 

ef
fe

ct
iv

e 
to

 th
e 

en
te

rp
ri

se
• A

n 
ef

fe
ct

iv
e 

de
ci

si
on

-m
ak

in
g 

pr
oc

es
s

to
 e

ns
ur

e 
th

at
 in

ve
st

m
en

ts
 in

 I
T

de
liv

er
 ta

ng
ib

le
 b

us
in

es
s 

be
ne

fi
t 

• 
IT

 in
ve

st
m

en
ts

 in
 li

ne
 w

ith
 th

e
bu

si
ne

ss
 o

bj
ec

tiv
es

• 
Sh

ar
ed

 u
nd

er
st

an
di

ng
 r

eg
ar

di
ng

 c
os

t,
ri

sk
 a

nd
 b

en
ef

its
 o

f 
IT

-e
na

bl
ed

bu
si

ne
ss

 in
iti

at
iv

es
• 

D
ir

ec
t r

el
at

io
ns

hi
p 

be
tw

ee
n 

bu
si

ne
ss

go
al

s 
an

d 
us

e 
of

 r
es

ou
rc

es
 f

or
 I

T

R
is

k 
D

riv
er

s

• 
In

ef
fe

ct
iv

e 
de

ci
si

on
 m

ak
in

g 
le

ad
in

g 
to

in
ve

st
m

en
ts

 in
 I

T
 th

at
 h

av
e

in
su

ff
ic

ie
nt

 r
et

ur
n 

or
 a

 n
eg

at
iv

e
im

pa
ct

 o
n 

th
e 

or
ga

ni
sa

tio
n

• 
IT

 n
ot

 a
lig

ne
d 

w
ith

 th
e 

bu
si

ne
ss

• 
IT

 v
al

ue
 m

an
ag

em
en

t l
ac

ki
ng

 th
e

su
pp

or
t a

nd
 c

om
m

itm
en

t o
f 

se
ni

or
m

an
ag

em
en

t
• 

U
nd

ef
in

ed
 o

r 
co

nf
us

in
g 

ac
co

un
ta

bi
lit

y
an

d 
re

sp
on

si
bi

lit
y

• 
C

os
ts

, b
en

ef
its

 a
nd

 r
is

ks
 o

f 
IT

-e
na

bl
ed

bu
si

ne
ss

 in
iti

at
iv

es
 u

nc
le

ar
 o

r
m

is
un

de
rs

to
od

• 
IT

 n
ot

 c
om

pl
ia

nt
 w

ith
 g

ov
er

na
nc

e
re

qu
ir

em
en

ts
, p

ot
en

tia
lly

 im
pa

ct
in

g
m

an
ag

em
en

t’s
 a

nd
 th

e 
bo

ar
d’

s 
pu

bl
ic

re
sp

on
si

bi
lit

y

PO
—
PL
A
N
A
N
D
O
R
G
A
N
IS
E

C
O

N
TR

O
L 

P
R

A
C

TI
C

ES

P
O

1
 D

ef
in

e 
a 

S
tr

at
eg

ic
 I
T

P
la

n



COBIT CONTROL PRACTICES, 2ND EDITION

I T G O V E R N A N C E I N S T I T U T E14

Va
lu

e 
D

riv
er

s
C

on
tr

ol
 O

bj
ec

ti
ve

R
is

k 
D

riv
er

s

P
O

1.
2 

 B
us

in
es

s-
IT

 A
lig

nm
en

t 
E

st
ab

lis
h 

pr
oc

es
se

s 
of

 b
i-

di
re

ct
io

na
l e

du
ca

tio
n 

an
d 

re
ci

pr
oc

al
 in

vo
lv

em
en

t i
n

st
ra

te
gi

c 
pl

an
ni

ng
 to

 a
ch

ie
ve

 b
us

in
es

s 
an

d 
IT

 a
lig

nm
en

t a
nd

 in
te

gr
at

io
n.

 M
ed

ia
te

be
tw

ee
n 

bu
si

ne
ss

 a
nd

 I
T

 im
pe

ra
tiv

es
 s

o 
pr

io
ri

tie
s 

ca
n 

be
 m

ut
ua

lly
 a

gr
ee

d.

C
on

tr
ol

 P
ra

ct
ic

es

1.
 E

ns
ur

e 
th

at
 I

T
 in

fo
rm

s 
en

te
rp

ri
se

 m
an

ag
em

en
t a

nd
 k

ey
 s

ta
ke

ho
ld

er
s 

on
 th

e 
cu

rr
en

t t
ec

hn
ol

og
y 

en
vi

ro
nm

en
t, 

po
ss

ib
le

 f
ut

ur
e 

tr
en

ds
 a

nd
 v

al
ue

 o
pp

or
tu

ni
tie

s 
fo

r 
th

e 
bu

si
ne

ss
.

2.
 E

ns
ur

e 
th

at
 e

nt
er

pr
is

e 
m

an
ag

em
en

t a
nd

 k
ey

 s
ta

ke
ho

ld
er

s 
di

sc
us

s 
w

ith
 I

T
 m

an
ag

em
en

t f
ut

ur
e 

bu
si

ne
ss

 d
ir

ec
tio

ns
 a

nd
 e

nt
er

pr
is

e 
go

al
s 

to
 c

ol
la

bo
ra

te
 a

nd
 d

ev
el

op
 a

co
m

m
on

 u
nd

er
st

an
di

ng
 o

f 
th

e 
po

te
nt

ia
l f

or
 I

T
 to

 e
na

bl
e 

bu
si

ne
ss

 g
oa

ls
.

3.
 E

ns
ur

e 
th

at
 I

T
 m

an
ag

em
en

t c
on

tr
ib

ut
es

 to
 b

us
in

es
s 

st
ra

te
gy

 p
la

nn
in

g 
an

d 
id

en
tif

ie
s 

ca
pa

bi
lit

ie
s 

av
ai

la
bl

e 
to

 s
up

po
rt

 e
nt

er
pr

is
e 

go
al

s 
an

d 
ot

he
r 

op
po

rt
un

iti
es

 to
co

nt
ri

bu
te

 to
 b

us
in

es
s 

va
lu

e.
4.

 M
ak

e 
th

e 
sc

op
e 

of
 th

e 
IT

 s
tr

at
eg

ic
 a

nd
 p

la
nn

in
g 

in
iti

at
iv

es
 e

nt
er

pr
is

ew
id

e 
su

ch
 th

at
 th

ey
 a

dd
re

ss
, d

oc
um

en
t a

nd
 c

on
si

de
r 

al
l b

us
in

es
s 

an
d 

su
pp

or
t a

ct
iv

iti
es

.
5.

 E
ns

ur
e 

cu
rr

en
t a

nd
 f

ut
ur

e 
bu

si
ne

ss
 a

nd
 I

T
 a

lig
nm

en
t b

y:
• T

ec
hn

ol
og

y 
cr

ea
tin

g 
op

po
rt

un
iti

es
 th

at
 th

e 
bu

si
ne

ss
 c

an
 tu

rn
 in

to
 e

nt
er

pr
is

e 
be

ne
fi

ts
• 

In
vo

lv
in

g 
IT

 m
an

ag
em

en
t i

n 
th

e 
de

ve
lo

pm
en

t o
f 

en
te

rp
ri

se
 g

oa
ls

 to
 r

ec
og

ni
se

 o
pp

or
tu

ni
tie

s 
an

d 
cu

rr
en

t c
ap

ab
ili

ty
 li

m
ita

tio
ns

6.
 A

lig
n 

bu
si

ne
ss

 im
pe

ra
tiv

es
 a

nd
 p

ri
or

iti
es

 w
ith

 I
T

 c
ap

ab
ili

tie
s 

to
 e

st
ab

lis
h 

en
te

rp
ri

se
 p

ri
or

iti
es

 f
or

 in
cl

us
io

n 
in

 th
e 

IT
 s

tr
at

eg
ic

 p
la

n.
7.

 I
n 

co
nj

un
ct

io
n 

w
ith

 b
us

in
es

s 
re

pr
es

en
ta

tiv
es

, d
oc

um
en

t a
 p

ri
or

iti
se

d 
lis

t o
f 

bu
si

ne
ss

 p
ro

du
ct

s,
 s

er
vi

ce
s 

an
d 

pr
oc

es
se

s 
th

at
 a

re
 c

ri
tic

al
ly

 d
ep

en
de

nt
 o

n 
IT

.

• 
IT

 a
lig

ne
d 

w
ith

 th
e 

or
ga

ni
sa

tio
n’

s
m

is
si

on
 a

nd
 g

oa
ls

• 
IT

 e
na

bl
in

g 
th

e 
ac

hi
ev

em
en

t o
f 

th
e

st
ra

te
gi

c 
bu

si
ne

ss
 o

bj
ec

tiv
es

• 
O

pt
im

is
ed

 r
et

ur
n 

on
 I

T
 in

ve
st

m
en

t 
• 

O
pp

or
tu

ni
tie

s 
fo

r 
in

no
va

tio
n 

id
en

tif
ie

d
an

d 
ex

pl
oi

te
d

• 
IT

 s
ee

n 
as

 a
 c

os
t f

ac
to

r
• 

T
he

 e
nt

er
pr

is
e’

s 
m

is
si

on
 n

ot
 b

ei
ng

su
pp

or
te

d 
by

 it
s 

IT
• 

IT
 m

an
ag

em
en

t d
ec

is
io

ns
 n

ot
fo

llo
w

in
g 

th
e 

bu
si

ne
ss

 d
ir

ec
tio

n
• 

L
ac

k 
of

 c
om

m
on

 u
nd

er
st

an
di

ng
 o

f
bu

si
ne

ss
 a

nd
 I

T
 p

ri
or

iti
es

, l
ea

di
ng

 to
co

nf
lic

ts
 a

bo
ut

 a
llo

ca
tio

n 
of

 r
es

ou
rc

es
an

d 
pr

io
ri

tie
s

• 
M

is
se

d 
op

po
rt

un
iti

es
 to

 e
xp

lo
it 

ne
w

IT
 c

ap
ab

ili
tie

s

P
O

1
 D

ef
in

e 
a 

S
tr

at
eg

ic
 I
T

P
la

n 
(c

on
t.

)



PO—PLAN AND ORGANISE

15I T G O V E R N A N C E I N S T I T U T E

Va
lu

e 
D

riv
er

s
C

on
tr

ol
 O

bj
ec

ti
ve

R
is

k 
D

riv
er

s
Va

lu
e 

D
riv

er
s

P
O

1.
3 

 A
ss

es
sm

en
t 

of
 C

ur
re

nt
 C

ap
ab

ili
ty

 a
nd

 P
er

fo
rm

an
ce

 
A

ss
es

s 
th

e 
cu

rr
en

t c
ap

ab
ili

ty
 a

nd
 p

er
fo

rm
an

ce
 o

f 
so

lu
tio

n 
an

d 
se

rv
ic

e 
de

liv
er

y 
to

es
ta

bl
is

h 
a 

ba
se

lin
e 

ag
ai

ns
t w

hi
ch

 f
ut

ur
e 

re
qu

ir
em

en
ts

 c
an

 b
e 

co
m

pa
re

d.
 D

ef
in

e
pe

rf
or

m
an

ce
 in

 te
rm

s 
of

 I
T

’s
 c

on
tr

ib
ut

io
n 

to
 b

us
in

es
s 

ob
je

ct
iv

es
, f

un
ct

io
na

lit
y,

st
ab

ili
ty

, c
om

pl
ex

ity
, c

os
ts

, s
tr

en
gt

hs
 a

nd
 w

ea
kn

es
se

s.

C
on

tr
ol

 P
ra

ct
ic

es

1.
 C

ap
tu

re
 a

nd
 r

ep
or

t f
ee

db
ac

k 
fr

om
 I

T,
 o

rg
an

is
at

io
n 

m
an

ag
em

en
t a

nd
 k

ey
 s

ta
ke

ho
ld

er
s 

on
 th

e 
cu

rr
en

t s
ol

ut
io

ns
 a

nd
 s

er
vi

ce
s.

 C
on

si
de

ra
tio

ns
 in

cl
ud

e,
 b

ut
 a

re
 n

ot
 li

m
ite

d
to

, s
tr

en
gt

hs
 a

nd
 w

ea
kn

es
se

s,
 f

un
ct

io
na

lit
y,

 d
eg

re
e 

of
 b

us
in

es
s 

au
to

m
at

io
n,

 s
ta

bi
lit

y,
 c

om
pl

ex
ity

, d
ev

el
op

m
en

t r
eq

ui
re

m
en

ts
, t

ec
hn

ol
og

y 
al

ig
nm

en
t a

nd
 d

ir
ec

tio
n,

 s
up

po
rt

an
d 

m
ai

nt
en

an
ce

 r
eq

ui
re

m
en

ts
, c

os
ts

, a
nd

 e
xt

er
na

l p
ar

tie
s’

(i
nc

lu
di

ng
 b

us
in

es
s 

pa
rt

ne
rs

 a
nd

 v
en

do
rs

) 
in

pu
t.

2.
 E

ns
ur

e 
th

at
 I

T
 m

an
ag

em
en

t i
s 

ap
pr

is
ed

 o
n 

a 
tim

el
y 

ba
si

s 
of

 c
ha

ng
es

 in
 th

e 
en

te
rp

ri
se

’s
 m

is
si

on
, g

oa
ls

 a
nd

 o
bj

ec
tiv

es
, a

nd
 th

at
 s

uc
h 

ch
an

ge
s 

in
iti

at
e 

a 
re

vi
ew

 o
f 

th
e 

IT
st

ra
te

gi
c 

an
d 

ta
ct

ic
al

 p
la

ns
 a

nd
, w

he
re

 w
ar

ra
nt

ed
, c

ha
ng

es
 th

er
et

o.
3.

 P
er

io
di

ca
lly

 c
om

pa
re

 I
T

’s
 c

ur
re

nt
 s

ta
te

 a
ga

in
st

 th
e 

re
qu

ir
em

en
ts

 o
f 

th
e 

IT
 s

tr
at

eg
ic

 p
la

n.
 T

he
 o

ut
co

m
e 

of
 th

e 
ev

al
ua

tio
n 

in
cl

ud
es

, b
ut

 is
 n

ot
 r

es
tr

ic
te

d 
to

, c
ur

re
nt

re
qu

ir
em

en
ts

, c
ur

re
nt

 d
el

iv
er

y 
to

 r
eq

ui
re

m
en

ts
, b

ar
ri

er
s 

to
 a

ch
ie

vi
ng

 r
eq

ui
re

m
en

ts
, a

nd
 th

e 
st

ep
s 

an
d 

co
st

s 
re

qu
ir

ed
 to

 r
em

ov
e 

re
st

ri
ct

io
ns

.
4.

 C
on

si
de

r 
th

e 
re

su
lts

 o
f 

th
e 

as
se

ss
m

en
t o

f 
th

e 
cu

rr
en

t p
er

fo
rm

an
ce

 in
 th

e 
st

ra
te

gi
c 

pl
an

ni
ng

 p
ro

ce
ss

.
5.

 U
se

 in
te

rn
al

, w
el

l-
un

de
rs

to
od

 a
nd

 r
el

ia
bl

e 
in

du
st

ry
, t

ec
hn

ol
og

y 
or

 o
th

er
 b

en
ch

m
ar

ks
 a

nd
 g

oo
d 

pr
ac

tic
es

 to
 a

ss
es

s 
ex

is
tin

g 
so

lu
tio

ns
, s

er
vi

ce
s 

an
d 

ca
pa

bi
lit

ie
s.

• 
IT

 p
la

ns
 c

on
tr

ib
ut

in
g 

tr
an

sp
ar

en
tly

 to
th

e 
or

ga
ni

sa
tio

n’
s 

m
is

si
on

 a
nd

 g
oa

ls
• 

C
la

ri
ty

 o
f 

co
st

s,
 b

en
ef

its
 a

nd
 r

is
ks

 o
f

IT
’s

 c
ur

re
nt

 p
er

fo
rm

an
ce

• 
Te

ch
no

lo
gi

ca
l o

pp
or

tu
ni

tie
s 

id
en

tif
ie

d
an

d 
ca

pa
bi

lit
ie

s 
le

ve
ra

ge
d

• 
IT

ca
pa

bi
lit

ie
s 

kn
ow

n 
an

d
op

er
at

io
na

lis
ed

 e
ff

ec
tiv

el
y 

an
d

ef
fi

ci
en

tly
 to

 d
el

iv
er

 th
e 

re
qu

ir
ed

so
lu

tio
ns

 a
nd

 s
er

vi
ce

s

• 
IT

 c
ap

ab
ili

tie
s 

no
t c

on
tr

ib
ut

in
g 

to
 th

e
or

ga
ni

sa
tio

n’
s 

m
is

si
on

 a
nd

 g
oa

ls
• 

In
ve

st
m

en
t d

ec
is

io
ns

 ta
ke

n 
to

o 
la

te
• 

O
pp

or
tu

ni
tie

s 
an

d 
ca

pa
bi

lit
ie

s 
no

t
le

ve
ra

ge
d

• 
In

ef
fe

ct
iv

e 
us

e 
of

 e
xi

st
in

g 
re

so
ur

ce
s

• 
In

ab
ili

ty
 to

 id
en

tif
y 

ba
se

lin
es

 f
or

cu
rr

en
t, 

an
d 

re
qu

ir
em

en
ts

 f
or

 f
ut

ur
e,

sy
st

em
 c

ap
ab

ili
ty

 a
nd

 p
er

fo
rm

an
ce

P
O

1
 D

ef
in

e 
a 

S
tr

at
eg

ic
 I
T

P
la

n 
(c

on
t.

)



COBIT CONTROL PRACTICES, 2ND EDITION

I T G O V E R N A N C E I N S T I T U T E16

P
O

1.
4 

 I
T

 S
tr

at
eg

ic
 P

la
n 

C
re

at
e 

a 
st

ra
te

gi
c 

pl
an

 th
at

 d
ef

in
es

, i
n 

co
-o

pe
ra

tio
n 

w
ith

 r
el

ev
an

t s
ta

ke
ho

ld
er

s,
ho

w
 I

T
 g

oa
ls

 w
ill

 c
on

tr
ib

ut
e 

to
 th

e 
en

te
rp

ri
se

’s
 s

tr
at

eg
ic

 o
bj

ec
tiv

es
 a

nd
 r

el
at

ed
co

st
s 

an
d 

ri
sk

s.
 I

t s
ho

ul
d 

in
cl

ud
e 

ho
w

 I
T

 w
ill

 s
up

po
rt

 I
T-

en
ab

le
d 

in
ve

st
m

en
t

pr
og

ra
m

m
es

, I
T

 s
er

vi
ce

s 
an

d 
IT

 a
ss

et
s.

 I
T

 s
ho

ul
d 

de
fi

ne
 h

ow
 th

e 
ob

je
ct

iv
es

 w
ill

be
 m

et
, t

he
 m

ea
su

re
m

en
ts

 to
 b

e 
us

ed
 a

nd
 th

e 
pr

oc
ed

ur
es

 to
 o

bt
ai

n 
fo

rm
al

 s
ig

n-
of

f 
fr

om
 th

e 
st

ak
eh

ol
de

rs
. T

he
 I

T
 s

tr
at

eg
ic

 p
la

n 
sh

ou
ld

 c
ov

er
in

ve
st

m
en

t/o
pe

ra
tio

na
l b

ud
ge

t, 
fu

nd
in

g 
so

ur
ce

s,
 s

ou
rc

in
g 

st
ra

te
gy

, a
cq

ui
si

tio
n

st
ra

te
gy

, a
nd

 le
ga

l a
nd

 r
eg

ul
at

or
y 

re
qu

ir
em

en
ts

. T
he

 s
tr

at
eg

ic
 p

la
n 

sh
ou

ld
 b

e
su

ff
ic

ie
nt

ly
 d

et
ai

le
d 

to
 a

llo
w

 f
or

 th
e 

de
fi

ni
tio

n 
of

 ta
ct

ic
al

 I
T

 p
la

ns
.

C
on

tr
ol

 P
ra

ct
ic

es

1.
 E

st
ab

lis
h 

a 
pr

oc
es

s 
to

 tr
an

sl
at

e 
bu

si
ne

ss
 s

tr
at

eg
y,

 b
us

in
es

s 
ex

pe
ct

at
io

ns
, a

nd
 c

ur
re

nt
 a

nd
 f

ut
ur

e 
IT

 c
ap

ab
ili

tie
s 

in
to

 a
n 

IT
 s

tr
at

eg
ic

 p
la

n.
2.

 E
ns

ur
e 

th
at

 I
T

 h
as

 e
st

ab
lis

he
d 

a 
pr

oc
es

s 
to

 id
en

tif
y,

 d
oc

um
en

t a
nd

 a
de

qu
at

el
y 

ad
dr

es
s 

or
ga

ni
sa

tio
na

l c
ha

ng
es

, t
ec

hn
ol

og
y 

ev
ol

ut
io

n,
 r

eg
ul

at
or

y 
re

qu
ir

em
en

ts
, b

us
in

es
s

pr
oc

es
s 

re
-e

ng
in

ee
ri

ng
, s

ta
ff

in
g,

 in
- 

an
d 

ou
ts

ou
rc

in
g 

op
po

rt
un

iti
es

, e
tc

., 
in

 th
e 

pl
an

ni
ng

 p
ro

ce
ss

.
3.

 D
ef

in
e 

ro
le

s 
an

d 
re

sp
on

si
bi

lit
ie

s 
of

 th
e 

st
ak

eh
ol

de
rs

 in
vo

lv
ed

 in
 th

e 
st

ra
te

gi
c 

pl
an

ni
ng

 p
ro

ce
ss

.
4.

 D
ev

el
op

 I
T

 c
ap

ab
ili

tie
s 

to
 s

up
po

rt
 th

e 
bu

si
ne

ss
 r

eq
ui

re
m

en
ts

 a
nd

 c
on

tr
ib

ut
e 

to
 e

xp
ec

te
d 

be
ne

fi
ts

 a
s 

in
cl

ud
ed

 in
 th

e 
en

te
rp

ri
se

’s
 s

tr
at

eg
ic

 p
la

n.
5.

 I
de

nt
if

y 
an

d 
do

cu
m

en
t t

he
 im

pl
ic

at
io

ns
 o

n 
th

e 
bu

si
ne

ss
 s

tr
at

eg
y 

in
 te

rm
s 

of
 r

is
k 

an
d 

co
st

 o
f 

th
e 

re
qu

ir
ed

 I
T

 c
ap

ab
ili

tie
s.

 R
es

ol
ve

 n
eg

at
iv

e 
im

pl
ic

at
io

ns
 a

pp
ro

pr
ia

te
ly

 in
co

-o
rd

in
at

io
n 

w
ith

 th
e 

bu
si

ne
ss

.
6.

 D
ef

in
e 

an
d 

do
cu

m
en

t t
he

 I
T

 g
oa

ls
 a

nd
 o

bj
ec

tiv
es

 n
ec

es
sa

ry
 to

 c
os

t-
ef

fi
ci

en
tly

:
• 

A
ch

ie
ve

 th
e 

be
ne

fi
ts

 a
nd

 m
an

ag
e 

th
e 

ri
sk

s 
of

 th
e 

ca
pa

bi
lit

ie
s 

re
qu

ir
ed

 o
f 

IT
• 

E
st

ab
lis

h 
th

e 
cu

rr
en

t a
nd

 f
ut

ur
e 

pe
rf

or
m

an
ce

 r
eq

ui
re

d 
to

 r
es

po
nd

 to
 b

us
in

es
s 

ex
pe

ct
at

io
ns

• 
Pr

ov
id

e 
tr

an
sp

ar
en

cy
 o

n 
ca

pa
bi

lit
ie

s 
de

liv
er

ed
 b

y 
IT

 a
nd

 th
ei

r 
co

nt
ri

bu
tio

n 
to

 s
tr

at
eg

ic
 o

bj
ec

tiv
es

7.
 T

ra
ns

la
te

 th
e 

bu
si

ne
ss

-d
er

iv
ed

 I
T

 o
bj

ec
tiv

es
 in

to
 o

ut
co

m
e 

m
ea

su
re

s 
re

pr
es

en
te

d 
by

 m
et

ri
cs

 (
w

ha
t)

 a
nd

 ta
rg

et
s 

(h
ow

 m
uc

h)
 th

at
 c

an
 b

e 
re

la
te

d 
to

 b
us

in
es

s 
be

ne
fi

ts
.

O
bt

ai
n 

ap
pr

op
ri

at
e 

st
ak

eh
ol

de
r 

ap
pr

ov
al

.
8.

 F
or

m
al

ly
 a

pp
ro

ve
 a

nd
 c

om
m

un
ic

at
e 

th
e 

IT
 s

tr
at

eg
ic

 p
la

n 
an

d 
en

su
re

 th
at

 it
 is

 c
le

ar
ly

 u
nd

er
st

oo
d 

by
 th

os
e 

w
ho

 n
ee

d 
to

 tr
an

sl
at

e 
it 

in
to

 b
ud

ge
ts

, t
ac

tic
al

 p
la

ns
, s

ou
rc

in
g

an
d 

ac
qu

is
iti

on
 s

tr
at

eg
ie

s,
 p

ro
ce

ss
es

, a
nd

 o
rg

an
is

at
io

na
l s

tr
uc

tu
re

s.

• 
St

ra
te

gi
c 

IT
 p

la
ns

 c
on

si
st

en
t w

ith
bu

si
ne

ss
 o

bj
ec

tiv
es

• 
St

ra
te

gi
c 

ob
je

ct
iv

es
 a

nd
 a

ss
oc

ia
te

d
ac

co
un

ta
bi

lit
ie

s 
cl

ea
r 

an
d 

un
de

rs
to

od
by

 a
ll

• 
IT

 s
tr

at
eg

ic
 o

pt
io

ns
 id

en
tif

ie
d 

an
d

st
ru

ct
ur

ed
, a

nd
 in

te
gr

at
ed

 w
ith

 th
e

bu
si

ne
ss

 p
la

ns
• 

R
ed

uc
ed

 li
ke

lih
oo

d 
of

 u
nn

ec
es

sa
ry

 I
T

in
iti

at
iv

es
• 

St
ra

te
gi

c 
IT

 p
la

ns
 c

om
pl

et
e 

an
d 

us
ab

le

• 
B

us
in

es
s 

re
qu

ir
em

en
ts

 n
ot

 u
nd

er
st

oo
d

or
 a

dd
re

ss
ed

 b
y 

IT
 m

an
ag

em
en

t
• 

N
o 

re
gu

la
r 

an
d 

fo
rm

al
 c

on
su

lta
tio

n
be

tw
ee

n 
IT

 m
an

ag
em

en
t a

nd
 b

us
in

es
s

an
d 

se
ni

or
 m

an
ag

em
en

t
• 

IT
 p

la
ns

 n
ot

 a
lig

ne
d 

w
ith

 b
us

in
es

s
ne

ed
s

• 
U

nn
ec

es
sa

ry
 I

T
 in

iti
at

iv
es

 a
nd

in
ve

st
m

en
ts

• 
IT

 p
la

ns
 in

co
ns

is
te

nt
 w

ith
 th

e
or

ga
ni

sa
tio

n’
s 

ex
pe

ct
at

io
ns

 o
r

re
qu

ir
em

en
ts

• 
IT

 n
ot

 f
oc

us
ed

 o
n 

th
e 

ri
gh

t p
ri

or
iti

es

P
O

1
 D

ef
in

e 
a 

S
tr

at
eg

ic
 I
T

P
la

n 
(c

on
t.

)

R
is

k 
D

riv
er

s
Va

lu
e 

D
riv

er
s

C
on

tr
ol

 O
bj

ec
ti

ve



PO—PLAN AND ORGANISE

17I T G O V E R N A N C E I N S T I T U T E

P
O

1.
5 

 I
T

 T
ac

ti
ca

l P
la

ns
 

C
re

at
e 

a 
po

rt
fo

lio
 o

f 
ta

ct
ic

al
 I

T
 p

la
ns

 th
at

 a
re

 d
er

iv
ed

 f
ro

m
 th

e 
IT

 s
tr

at
eg

ic
 p

la
n.

T
he

 ta
ct

ic
al

 p
la

ns
 s

ho
ul

d 
ad

dr
es

s 
IT

-e
na

bl
ed

 p
ro

gr
am

m
e 

in
ve

st
m

en
ts

, I
T

 s
er

vi
ce

s
an

d 
IT

 a
ss

et
s.

 T
he

 ta
ct

ic
al

 p
la

ns
 s

ho
ul

d 
de

sc
ri

be
 r

eq
ui

re
d 

IT
 in

iti
at

iv
es

, r
es

ou
rc

e
re

qu
ir

em
en

ts
, a

nd
 h

ow
 th

e 
us

e 
of

 r
es

ou
rc

es
 a

nd
 a

ch
ie

ve
m

en
t o

f 
be

ne
fi

ts
 w

ill
 b

e
m

on
ito

re
d 

an
d 

m
an

ag
ed

. T
he

 ta
ct

ic
al

 p
la

ns
 s

ho
ul

d 
be

 s
uf

fi
ci

en
tly

 d
et

ai
le

d 
to

al
lo

w
 th

e 
de

fi
ni

tio
n 

of
 p

ro
je

ct
 p

la
ns

. A
ct

iv
el

y 
m

an
ag

e 
th

e 
se

t o
f 

ta
ct

ic
al

 I
T

 p
la

ns
an

d 
in

iti
at

iv
es

 th
ro

ug
h 

an
al

ys
is

 o
f 

pr
oj

ec
t a

nd
 s

er
vi

ce
 p

or
tf

ol
io

s.
 

C
on

tr
ol

 P
ra

ct
ic

es

1.
 T

ra
ns

la
te

 th
e 

ap
pr

ov
ed

 I
T

 s
tr

at
eg

ic
 p

la
n 

in
to

 ta
ct

ic
al

 p
la

ns
.

2.
 E

ns
ur

e 
th

at
 th

e 
pr

oc
es

s 
of

 d
ev

el
op

in
g 

ta
ct

ic
al

 p
la

ns
 a

llo
w

s 
fo

r 
co

ns
id

er
at

io
ns

 to
 u

pd
at

e 
st

ra
te

gi
c 

IT
 p

la
ns

.
3.

 E
ns

ur
e 

th
at

 th
e 

co
nt

en
t o

f 
th

e 
ta

ct
ic

al
 p

la
ns

 in
cl

ud
es

 c
le

ar
ly

 s
ta

te
d 

pr
oj

ec
t d

ef
in

iti
on

s 
fo

r 
al

l p
ro

gr
am

m
es

, p
ro

je
ct

 ti
m

e 
fr

am
es

 a
nd

 d
el

iv
er

ab
le

s,
 r

eq
ui

re
d 

re
so

ur
ce

s,
 a

nd
bu

si
ne

ss
 b

en
ef

its
 to

 b
e 

m
on

ito
re

d.
4.

 E
xp

lic
itl

y 
st

at
e 

go
al

 a
nd

 p
er

fo
rm

an
ce

 in
di

ca
to

rs
, g

oa
ls

 r
is

k 
as

se
ss

m
en

t r
es

ul
ts

, a
nd

 r
el

at
ed

 r
is

k 
m

iti
ga

tio
n 

pl
an

s 
w

ith
in

 th
e 

IT
 ta

ct
ic

al
 p

la
ns

.
5.

 B
as

e 
th

e 
pl

an
ni

ng
 a

nd
 e

la
bo

ra
tio

n 
of

 th
e 

IT
-e

na
bl

ed
 in

ve
st

m
en

t p
ro

gr
am

m
es

, I
T

 p
ro

je
ct

s,
 r

es
ou

rc
es

 u
til

is
at

io
n 

an
d 

m
on

ito
ri

ng
 te

ch
ni

qu
es

 o
n 

th
e 

de
ta

ile
d 

ta
ct

ic
al

 p
la

n.
6.

 D
et

er
m

in
e 

th
at

 f
or

m
al

 a
nd

 c
om

pr
eh

en
si

ve
 p

er
io

di
c 

re
vi

ew
 a

nd
 c

ha
ng

e 
m

an
ag

em
en

t p
ro

ce
ss

es
 e

xi
st

 to
 e

ns
ur

e 
th

at
 a

ny
 c

ha
ng

es
 m

ad
e 

to
 th

e 
or

ga
ni

sa
tio

n’
s 

m
is

si
on

 a
nd

ob
je

ct
iv

es
 a

re
 r

ef
le

ct
ed

 in
 th

e 
IT

 ta
ct

ic
al

 p
la

ns
.

7.
 U

se
 a

 m
et

ho
do

lo
gy

 f
or

 a
 f

or
m

al
 r

ev
ie

w
 o

f 
IT

 s
tr

at
eg

ic
 a

nd
 ta

ct
ic

al
 p

la
ns

 to
 o

pt
im

is
e 

cu
rr

en
t a

nd
 f

ut
ur

e 
in

ve
st

m
en

ts
 a

nd
 s

tr
at

eg
ie

s,
 in

 te
rm

s 
of

 th
e 

us
e 

of
 s

ca
rc

e
re

so
ur

ce
s,

 im
pl

em
en

ta
tio

n 
al

te
rn

at
iv

es
, f

un
di

ng
 m

et
ho

ds
 a

nd
 ti

m
in

g.

• 
L

on
g-

ra
ng

e 
st

ra
te

gi
c 

IT
 p

la
ns

 c
ap

ab
le

of
 b

ei
ng

 o
pe

ra
tio

na
lis

ed
 b

y 
sh

or
t-

ra
ng

e 
ta

ct
ic

al
 I

T
 p

la
ns

• 
E

ff
ec

tiv
e 

IT
 r

es
ou

rc
e 

al
lo

ca
tio

n
• 

IT
 p

la
ns

 c
ap

ab
le

 o
f 

be
in

g
co

nt
in

uo
us

ly
 m

on
ito

re
d 

an
d 

ev
al

ua
te

d
• 

D
ay

-t
o-

da
y 

pe
rf

or
m

an
ce

 a
nd

 r
es

ou
rc

e
us

ag
e 

ca
pa

bl
e 

of
 b

ei
ng

 m
on

ito
re

d
ag

ai
ns

t s
tr

at
eg

ic
 ta

rg
et

s
• 

Fo
cu

s 
pr

ov
id

ed
 f

or
 I

T
 d

ep
ar

tm
en

t 
an

d 
st

af
f

• 
IT

 lo
ng

-r
an

ge
 p

la
ns

 n
ot

 a
ch

ie
ve

d
• A

va
ila

bl
e 

IT
 r

es
ou

rc
es

 n
ot

 le
ve

ra
ge

d
fo

r 
bu

si
ne

ss
 b

en
ef

its
• 

D
ev

ia
tio

ns
 in

 I
T

 p
la

ns
 n

ot
 id

en
tif

ie
d

• 
IT

’s
 p

ri
or

iti
es

 m
is

un
de

rs
to

od
 a

nd
su

bj
ec

t t
o 

ch
an

ge
• 

In
fo

rm
at

io
n 

to
 m

on
ito

r 
IT

’s
pe

rf
or

m
an

ce
 n

ot
 a

va
ila

bl
e

P
O

1
 D

ef
in

e 
a 

S
tr

at
eg

ic
 I
T

P
la

n 
(c

on
t.

)

R
is

k 
D

riv
er

s
Va

lu
e 

D
riv

er
s

C
on

tr
ol

 O
bj

ec
ti

ve



COBIT CONTROL PRACTICES, 2ND EDITION

I T G O V E R N A N C E I N S T I T U T E18

P
O

1.
6 

 I
T

 P
or

tf
ol

io
 M

an
ag

em
en

t 
A

ct
iv

el
y 

m
an

ag
e 

w
ith

 th
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 m
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 d
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 d
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t c
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t c
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 p
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 d
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, c
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 p
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 c
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 m
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, f
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 f
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at
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 d
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 D
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 c
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 f
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 c
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, c
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 d
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 d
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• 
In

co
ns

is
te

nc
y 

be
tw

ee
n 

in
fo

rm
at

io
n

re
qu

ir
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 d
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at
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 r
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 d
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ra
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l f
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, b
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 d
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t p
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 p
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t p
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 p
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t d
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A I — A C Q U I R E A N D I M P L E M E N T

AI1 Identify Automated Solutions

AI2 Acquire and Maintain Application Software

AI3 Acquire and Maintain Technology Infrastructure

AI4 Enable Operation and Use

AI5 Procure IT Resources

AI6 Manage Changes

AI7 Install and Accredit Solutions and Changes
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 f
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 d
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 c
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l r
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 p
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 b
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 p

ro
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ra
is

al
 s

ta
tin

g 
th

e 
R

O
I 

ov
er

 th
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l c
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at
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at
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e 
ap

pl
ic

at
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, b
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, p
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 p

ro
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l p
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 p
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t p
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.
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T
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 c
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ra
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 p
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at
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 d
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, c
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 p
ilo

ts
 a

nd
 p

ro
of

-o
f-

co
nc

ep
t d

ev
el

op
m

en
ts

, d
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ra
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 c
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t c
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un
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at
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 m
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nt
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 d
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n’
s 

ch
an

ge
 m

an
ag

em
en

t
pr

oc
ed

ur
e.
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t b
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 p
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ra
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, r
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ra
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 b
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t p
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t p
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t p
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:
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 c
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l c
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 D
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t p
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e 

pr
oc

ur
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 D
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 d
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 f
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 b
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 b
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 c
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 r
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 c
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s
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, m
od

if
yi

ng
 a

nd
 te

rm
in

at
in

g 
co

nt
ra

ct
s 

fo
r 

al
l

su
pp

lie
rs

. T
he

 p
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 m
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, p
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l p
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at
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 c
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 c
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ra
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 m
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t p
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 p
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:

• 
Su

pp
lie

r 
re

sp
on

si
bi

lit
ie

s
• 

C
lie

nt
 r
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l p
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 c
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 p
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 c
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6.

 E
nq

ui
re

 w
he

th
er

 r
em

ed
ie

s 
w

er
e 

co
ns

id
er

ed
 w

he
n 

de
fi

ni
ng

 th
e 

co
nt

ra
ct

.

• 
D

ef
in

ed
 s

up
pl

ie
r 

re
la

tio
ns

hi
p

ob
je

ct
iv

es
 a

nd
 g

oa
ls

• 
E

ff
ic

ie
nt

ly
 m

an
ag

ed
 p

ro
cu

re
m

en
t o

f
re

so
ur

ce
s

• 
H

ig
h-

qu
al

ity
 c

on
tr

ib
ut

io
n 

to
 b

us
in

es
s

an
d 

IT
 p

ro
ce

ss
es

• 
L

ac
k 

of
 c

os
t m

an
ag

em
en

t
• 

G
ap

s 
be

tw
ee

n 
bu

si
ne

ss
 e

xp
ec

ta
tio

ns
an

d 
su

pp
lie

r 
ca

pa
bi

lit
ie

s
• 

U
nd

ef
in

ed
 s

er
vi

ce
 c

os
ts

 in
cu

rr
ed

• 
Se

rv
ic

es
 f

ai
lin

g 
to

 r
ef

le
ct

 b
us

in
es

s
re

qu
ir

em
en

ts
• 

L
ac

k 
of

 o
pe

ra
tio

na
l s

up
po

rt

A
I5

 P
ro

cu
re

 I
T

R
es

ou
rc

es
 (

co
nt

.)

C
on

tr
ol

 O
bj

ec
ti

ve
Va

lu
e 

D
riv

er
s

R
is

k 
D

riv
er

s



COBIT CONTROL PRACTICES, 2ND EDITION

I T G O V E R N A N C E I N S T I T U T E84

A
I5

.3
 S

up
pl

ie
r 

Se
le

ct
io

n 
Se

le
ct

 s
up

pl
ie

rs
 a

cc
or

di
ng

 to
 a

 f
ai

r 
an

d 
fo

rm
al

 p
ra

ct
ic

e 
to

 e
ns

ur
e 

a 
vi

ab
le

 b
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at
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 c
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 p
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 p

ro
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 m
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re
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 c
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 m
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 c
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at
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 m
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l p
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t m
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; t
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 c
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 p
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ra
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 r
es

ou
rc

e 
m

an
ag

em
en

t; 
an

d
co

m
pl

ia
nc

e 
w

ith
 th

e 
or

ga
ni

sa
tio

n’
s 

po
lic

ie
s.

 O
bt

ai
n 

le
ga

l a
dv

ic
e 

on
 r

es
ou

rc
e 

de
ve

lo
pm

en
t a

cq
ui

si
tio

n 
ag

re
em

en
ts

 r
eg

ar
di

ng
 o

w
ne

rs
hi

p 
an

d 
lic

en
ci

ng
 o

f 
in

te
lle

ct
ua

l
pr

op
er

ty
.

6.
 I

n 
th

e 
sp

ec
if

ic
 c
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re
la

te
d 

se
rv

ic
es

, i
nc

lu
de

 a
nd

 e
nf

or
ce

 th
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D S — D E L I V E R A N D S U P P O R T

DS1 Define and Manage Service Levels

DS2 Manage Third-party Services 

DS3 Manage Performance and Capacity

DS4 Ensure Continuous Service

DS5 Ensure Systems Security

DS6 Identify and Allocate Costs

DS7 Educate and Train Users

DS8 Manage Service Desk and Incidents

DS9 Manage the Configuration

DS10 Manage Problems

DS11 Manage Data

DS12 Manage the Physical Environment

DS13 Manage Operations

D
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AC1 Source Data Preparation and Authorisation

AC2 Source Data Collection and Entry

AC3 Accuracy, Completeness and Authenticity Checks

AC4 Processing Integrity and Validity

AC5 Output Review, Reconciliation and Error Handling

AC6 Transaction Authentication and Integrity
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rr

on
eo

us
tr

an
sa

ct
io

ns
• 

Pr
oc

es
si

ng
 in

ef
fi

ci
en

ci
es
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k

A
C
—
A
PP
L
IC
A
T
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N
C
O
N
T
R
O
L

C
O

N
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O
L 
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A
C
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C

ES
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1
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on
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ut
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ri
sa

ti
on

 



COBIT CONTROL PRACTICES, 2ND EDITION

I T G O V E R N A N C E I N S T I T U T E168

E
ns

ur
e 

th
at

 d
at

a 
in

pu
t i

s 
pe

rf
or

m
ed

 in
 a

 ti
m

el
y 

m
an

ne
r 

by
 a

ut
ho

ri
se

d 
an

d
qu

al
if

ie
d 

st
af

f.
 C

or
re

ct
io

n 
an

d 
re

su
bm

is
si

on
 o

f 
da

ta
 th

at
 w

er
e 

er
ro

ne
ou

sl
y 

in
pu

t
sh

ou
ld

 b
e 

pe
rf

or
m

ed
 w

ith
ou

t c
om

pr
om

is
in

g 
or

ig
in

al
 tr

an
sa

ct
io

n 
au

th
or

is
at

io
n

le
ve

ls
. W

he
re

 a
pp

ro
pr

ia
te

 f
or

 r
ec

on
st

ru
ct

io
n,

 r
et

ai
n 

or
ig

in
al

 s
ou

rc
e 

do
cu

m
en

ts
fo

r 
th

e 
ap

pr
op

ri
at

e 
am

ou
nt

 o
f 

tim
e.

C
on

tr
ol

 P
ra

ct
ic

es

1.
 D

ef
in

e 
an

d 
co

m
m

un
ic

at
e 

cr
ite

ri
a 

fo
r 

tim
el

in
es

s,
 c

om
pl

et
en

es
s 

an
d 

ac
cu

ra
cy

 o
f 

so
ur

ce
 d

oc
um

en
ts

. E
st

ab
lis

h 
m

ec
ha

ni
sm

s 
to

 e
ns

ur
e 

th
at

 d
at

a 
in

pu
t i

s 
pe

rf
or

m
ed

 in
ac

co
rd

an
ce

 w
ith

 th
e 

tim
el

in
es

s,
 a

cc
ur

ac
y 

an
d 

co
m

pl
et

en
es

s 
cr

ite
ri

a.
  

2.
 U

se
 o

nl
y 

pr
en

um
be

re
d 

so
ur

ce
 d

oc
um

en
ts

 f
or

 c
ri

tic
al

 tr
an

sa
ct

io
ns

. I
f 

pr
op

er
 s

eq
ue

nc
e 

is
 a

 tr
an

sa
ct

io
n 

re
qu

ir
em

en
t, 

id
en

tif
y 

an
d 

co
rr

ec
t o

ut
-o

f-
se

qu
en

ce
 s

ou
rc

e
do

cu
m

en
ts

. I
f 

co
m

pl
et

en
es

s 
is

 a
n 

ap
pl

ic
at

io
n 

re
qu

ir
em

en
t, 

id
en

tif
y 

an
d 

ac
co

un
t f

or
 m

is
si

ng
 s

ou
rc

e 
do

cu
m

en
ts

.
3.

 D
ef

in
e 

an
d 

co
m

m
un

ic
at

e 
w

ho
 c

an
 in

pu
t, 

ed
it,

 a
ut

ho
ri

se
, a

cc
ep

t a
nd

 r
ej

ec
t t

ra
ns

ac
tio

ns
, a

nd
 o

ve
rr

id
e 

er
ro

rs
. I

m
pl

em
en

t a
cc

es
s 

co
nt

ro
ls

 a
nd

 r
ec

or
d 

su
pp

or
tin

g 
ev

id
en

ce
 to

es
ta

bl
is

h 
ac

co
un

ta
bi

lit
y 

in
 li

ne
 w

ith
 r

ol
e 

an
d 

re
sp

on
si

bi
lit

y 
de

fi
ni

tio
ns

. 
4.

 D
ef

in
e 

pr
oc

ed
ur

es
 to

 c
or

re
ct

 e
rr

or
s,

 o
ve

rr
id

e 
er

ro
rs

 a
nd

 h
an

dl
e 

ou
t-

of
-b

al
an

ce
 c

on
di

tio
ns

, a
s 

w
el

l a
s 

to
 f

ol
lo

w
 u

p,
 c

or
re

ct
, a

pp
ro

ve
 a

nd
 r

es
ub

m
it 

so
ur

ce
 d

oc
um

en
ts

 a
nd

tr
an

sa
ct

io
ns

 in
 ti

m
el

y 
m

an
ne

r. 
T

he
se

 p
ro

ce
du

re
s 

sh
ou

ld
 c

on
si

de
r 

th
in

gs
 s

uc
h 

as
 e

rr
or

 m
es

sa
ge

 d
es

cr
ip

tio
ns

, o
ve

rr
id

e 
m

ec
ha

ni
sm

s 
an

d 
es

ca
la

tio
n 

le
ve

ls
.

5.
 G

en
er

at
e 

er
ro

r 
m

es
sa

ge
s 

in
 a

 ti
m

el
y 

m
an

ne
r 

as
 c

lo
se

 to
 th

e 
po

in
t o

f 
or

ig
in

 a
s 

po
ss

ib
le

. T
he

 tr
an

sa
ct

io
ns

 s
ho

ul
d 

no
t b

e 
pr

oc
es

se
d 

un
le

ss
 e

rr
or

s 
ar

e 
co

rr
ec

te
d 

or
ap

pr
op

ri
at

el
y 

ov
er

ri
dd

en
 o

r 
by

pa
ss

ed
. E

rr
or

s 
th

at
 c

an
no

t b
e 

co
rr

ec
te

d 
im

m
ed

ia
te

ly
 s

ho
ul

d 
be

 lo
gg

ed
 in

 a
n 

au
to

m
at

ed
 s

us
pe

ns
e 

lo
g,

 a
nd

 v
al

id
 tr

an
sa

ct
io

n 
pr

oc
es

si
ng

sh
ou

ld
 c

on
tin

ue
. E

rr
or

 lo
gs

 s
ho

ul
d 

be
 r

ev
ie

w
ed

 a
nd

 a
ct

ed
 u

po
n 

w
ith

in
 a

 s
pe

ci
fi

ed
 a

nd
 r

ea
so

na
bl

e 
pe

ri
od

 o
f 

tim
e.

  
6.

 E
ns

ur
e 

th
at

 e
rr

or
s 

an
d 

ou
t-

of
-b

al
an

ce
 r

ep
or

ts
 a

re
 r

ev
ie

w
ed

 b
y 

ap
pr

op
ri

at
e 

pe
rs

on
ne

l, 
fo

llo
w

ed
 u

p 
an

d 
co

rr
ec

te
d 

w
ith

in
 a

 r
ea

so
na

bl
e 

pe
ri

od
 o

f 
tim

e,
 a

nd
 th

at
, w

he
re

ne
ce

ss
ar

y,
 in

ci
de

nt
s 

ar
e 

ra
is

ed
 f

or
 m

or
e 

se
ni

or
 a

tte
nt

io
n.

 A
ut

om
at

ed
 m

on
ito

ri
ng

 to
ol

s 
sh

ou
ld

 b
e 

us
ed

 to
 id

en
tif

y,
 m

on
ito

r 
an

d 
m

an
ag

e 
er

ro
rs

.
7.

 E
ns

ur
e 

th
at

 s
ou

rc
e 

do
cu

m
en

ts
 a

re
 s

af
e-

st
or

ed
 (

ei
th

er
 b

y 
th

e 
bu

si
ne

ss
 o

r 
by

 I
T

) 
fo

r 
a 

su
ff

ic
ie

nt
 p

er
io

d 
of

 ti
m

e 
in

 li
ne

 w
ith

 le
ga

l, 
re

gu
la

to
ry
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r 

bu
si

ne
ss
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eq

ui
re

m
en

ts
.

Va
lu
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D

riv
er

s
C

on
tr

ol
 O

bj
ec

ti
ve

• A
cc

ur
at

e 
da

ta
 e

nt
ry

 a
nd

 e
ff

ic
ie

nt
pr

oc
es

si
ng
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E

rr
or

s 
de

te
ct

ed
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 a
 ti

m
el

y 
m

an
ne

r
• 

Se
ns

iti
ve

 tr
an

sa
ct

io
n 

da
ta

 s
ec

ur
ed

R
is

k 
D

riv
er

s

• 
Pr

oc
es

si
ng

 in
ef

fi
ci

en
ci

es
 d

ue
 to

in
co

m
pl

et
e 

da
ta

 e
nt

ry
• 

C
om

pr
om

is
ed

 in
te

gr
ity

 o
f 

cr
iti

ca
l d

at
a

• A
cc

es
s 

co
nt

ro
l v

io
la

tio
ns

• 
D

at
a 

en
tr

y 
er

ro
rs

 u
nd

et
ec

te
d

A
C

2
 S

ou
rc
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D

at
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C
ol

le
ct

io
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an
d 

E
nt

ry
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E
ns

ur
e 

th
at

 tr
an

sa
ct

io
ns

 a
re

 a
cc

ur
at

e,
 c

om
pl

et
e 

an
d 

va
lid

. V
al

id
at

e 
da

ta
 th

at
 w

er
e

in
pu

t, 
an

d 
ed

it 
or

 s
en

d 
ba

ck
 f

or
 c

or
re

ct
io

n 
as

 c
lo

se
 to

 th
e 

po
in

t o
f 

or
ig

in
at

io
n 

as
po

ss
ib

le
.

C
on

tr
ol

 P
ra

ct
ic

es

1.
 E

ns
ur

e 
th

at
 tr

an
sa

ct
io

n 
da

ta
 a

re
 v

er
if

ie
d 

as
 c

lo
se
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 th

e 
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ta
 e

nt
ry

 p
oi
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s 
po
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ib

le
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nd
 in

te
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ct
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el
y 
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ri

ng
 o

nl
in

e 
se
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io

ns
. E

ns
ur

e 
th

at
 tr

an
sa

ct
io

n 
da
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, w

he
th

er
 

pe
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le
-g

en
er

at
ed
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ys
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m

-g
en

er
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ed
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r 
in

te
rf
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ed

 in
pu

ts
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 s

ub
je

ct
 to

 a
 v

ar
ie

ty
 o

f 
co

nt
ro

ls
 to

 c
he

ck
 f

or
 a

cc
ur
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y,

 c
om

pl
et

en
es
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an

d 
va

lid
ity

. W
he

re
ve

r 
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ib

le
, d

o 
no

t
st

op
 tr
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ct
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lid
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r 
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e 
fi

rs
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rr
or
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 f
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de
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nd

er
st

an
da
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e 
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r 
m

es
sa

ge
s 
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m
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ia

te
ly

 s
uc

h 
th

at
 th

ey
 e

na
bl

e 
ef

fi
ci

en
t r

em
ed

ia
tio

n.
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t c
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ol
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e 
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, c
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pl
et

en
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nd
 c
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ul
at

or
y 
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em

en
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f 

da
ta
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t. 
C
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s 

m
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an
ge
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lid
ity
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so
na
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en
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lo
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, e
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st

en
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ey

 v
er
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ic
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io

n,
 c

he
ck

 d
ig

it,
 c

om
pl

et
en

es
s 

(e
.g

., 
to

ta
l m

on
et

ar
y 

am
ou

nt
, t

ot
al

 it
em
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 to

ta
l d

oc
um

en
ts

, h
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h 
to

ta
ls

),
du

pl
ic

at
e 

an
d 

lo
gi

ca
l r

el
at

io
ns

hi
p 

ch
ec

ks
, a

nd
 ti

m
e 

ed
its

. V
al

id
at

io
n 

cr
ite

ri
a 

an
d 

pa
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m
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er
s 

sh
ou

ld
 b

e 
su
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ec

t t
o 

pe
ri

od
ic

 r
ev

ie
w

s 
an

d 
co

nf
ir

m
at

io
n.

3.
 E

st
ab

lis
h 

ac
ce

ss
 c

on
tr

ol
 a

nd
 r

ol
e 

an
d 

re
sp

on
si

bi
lit

y 
m

ec
ha

ni
sm

s 
so

 th
at

 o
nl

y 
au

th
or

is
ed

 p
er

so
ns

 in
pu

t, 
m

od
if

y 
an

d 
au

th
or

is
e 

da
ta

.
4.

 D
ef

in
e 

re
qu

ir
em

en
ts

 f
or

 s
eg

re
ga

tio
n 

of
 d

ut
ie

s 
fo

r 
en

tr
y,

 m
od

if
ic

at
io

n 
an

d 
au

th
or

is
at

io
n 

of
 tr

an
sa

ct
io

n 
da

ta
 a

s 
w

el
l a

s 
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r 
va

lid
at

io
n 

ru
le

s.
 I

m
pl

em
en

t a
ut

om
at

ed
 c

on
tr

ol
s

an
d 

ro
le

 a
nd

 r
es

po
ns

ib
ili

ty
 r

eq
ui

re
m

en
ts

. 
5.

 R
ep

or
t t

ra
ns

ac
tio

ns
 f

ai
lin

g 
va

lid
at

io
n 

an
d 

po
st

 th
em

 to
 a

 s
us

pe
ns

e 
fi

le
. R

ep
or

t a
ll 

er
ro

rs
 in

 a
 ti

m
el

y 
fa

sh
io

n,
 a

nd
 d

o 
no

t d
el

ay
 p

ro
ce

ss
in

g 
of

 v
al

id
 tr

an
sa

ct
io

ns
. 

6.
 E

ns
ur

e 
th

at
 tr

an
sa

ct
io

ns
 f

ai
lin

g 
ed

it 
an

d 
va

lid
at

io
n 

ro
ut

in
es

 a
re

 s
ub

je
ct

 to
 a

pp
ro

pr
ia

te
 f

ol
lo

w
-u

p 
un

til
 e

rr
or

s 
ar

e 
re

m
ed

ia
te

d.
 E

ns
ur

e 
th

at
 in

fo
rm

at
io

n 
on

 p
ro

ce
ss

in
g

fa
ilu

re
s 

is
 m

ai
nt
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d 
to

 a
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w
 f

or
 r

oo
t c
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na
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si
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an

d 
he
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us
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du
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d 

au
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m
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ed
 c
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tr

ol
s.
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ef
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ci

en
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m
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te
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a 
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, c
om

pl
et

en
es

s 
an
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d 
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ri
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 p

ro
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in

g
• 

U
ni
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n 
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si
ng
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Se
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of
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si
ng

R
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et
e,
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r
in
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cu
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te

 d
at
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en
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y

• 
C

om
pr
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ed
 in

te
gr

ity
 o

f 
cr
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ca

l d
at

a
• 

D
at

a 
en

tr
y 

er
ro
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 u

nd
et

ec
te

d
• 

U
na

ut
ho
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se

d 
da

ta
 e

nt
ry

A
C
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y,

 C
om
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et

en
es
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an

d 
A

ut
he

nt
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it
y 

C
he

ck
s 
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M
ai

nt
ai

n 
th

e 
in

te
gr

ity
 a

nd
 v

al
id

ity
 o

f 
da

ta
 th

ro
ug

ho
ut

 th
e 

pr
oc

es
si

ng
 c

yc
le

.
E

ns
ur

e 
th

at
 d

et
ec

tio
n 

of
 e

rr
on

eo
us

 tr
an

sa
ct

io
ns

 d
oe

s 
no

t d
is

ru
pt

 p
ro

ce
ss

in
g 

of
va

lid
 tr

an
sa

ct
io

ns
.

C
on

tr
ol

 P
ra

ct
ic

es

1.
E

st
ab

lis
h 

an
d 

im
pl

em
en

t m
ec

ha
ni

sm
s 

to
 a

ut
ho

ri
se

 th
e 

in
iti

at
io

n 
of

 tr
an

sa
ct

io
n 

pr
oc

es
si

ng
 a

nd
 to

 e
nf

or
ce

 th
at

 o
nl

y 
ap

pr
op

ri
at

e 
an

d 
au

th
or

is
ed

 a
pp

lic
at

io
ns

 a
nd

 to
ol

s 
ar

e 
us

ed
. 

2.
R

ou
tin

el
y 

ve
ri

fy
 th

at
 p

ro
ce

ss
in

g 
is

 c
om

pl
et

el
y 

an
d 

ac
cu

ra
te

ly
 p

er
fo

rm
ed

 w
ith

 a
ut

om
at

ed
 c

on
tr

ol
s,

 w
he

re
 a

pp
ro

pr
ia

te
. C

on
tr

ol
s 

m
ay

 in
cl

ud
e 

ch
ec

ki
ng

 f
or

 s
eq

ue
nc

e 
an

d
du

pl
ic

at
io

n 
er

ro
rs

, t
ra

ns
ac

tio
n/

re
co

rd
 c

ou
nt

s,
 r

ef
er

en
tia

l i
nt

eg
ri

ty
 c

he
ck

s,
 c

on
tr

ol
 a

nd
 h

as
h 

to
ta

ls
, r

an
ge

 c
he

ck
s,

 a
nd

 b
uf

fe
r 

ov
er

fl
ow

. 
3.

E
ns

ur
e 

th
at

 tr
an

sa
ct

io
ns

 f
ai

lin
g 

va
lid

at
io

n 
ro

ut
in

es
 a

re
 r

ep
or

te
d 

an
d 

po
st

ed
 to

 a
 s

us
pe

ns
e 

fi
le

. W
he

re
 a

 f
ile

 c
on

ta
in

s 
va

lid
 a

nd
 in

va
lid

 tr
an

sa
ct

io
ns

, e
ns

ur
e 

th
at

 th
e

pr
oc

es
si

ng
 o

f 
va

lid
 tr

an
sa

ct
io

ns
 is

 n
ot

 d
el

ay
ed

 a
nd

 th
at

 a
ll 

er
ro

rs
 a

re
 r

ep
or

te
d 

in
 a

 ti
m

el
y 

fa
sh

io
n.

 E
ns

ur
e 

th
at

 in
fo

rm
at

io
n 

on
 p

ro
ce

ss
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APPENDIX—COBIT AND RELATED PRODUCTS
The COBIT framework, in versions 4.0 and higher, includes all of the following:
• Framework—Explains how COBIT organises IT governance management and control objectives and good practices by IT domains

and processes, and links them to business requirements
• Process descriptions—Include 34 IT processes covering the IT responsibility areas from beginning to end
• Control objectives—Provide generic good practice management objectives for IT processes
• Management guidelines—Offer tools to help assign responsibility, measure performance, and benchmark and address gaps in

capability
• Maturity models—Provide profiles of IT processes describing possible current and future states

In the years since its inception, COBIT’s core content has continued to evolve, and the number of COBIT-based derivative works has
increased. Following are the publications currently derived from COBIT:
• Board Briefing on IT Governance, 2nd Edition—Designed to help executives understand why IT governance is important, what its

issues are and what their responsibility is for managing it
• COBIT Online—Allows users to customise a version of COBIT for their own enterprise, then store and manipulate that version as

desired. It offers online, real-time surveys, frequently asked questions, benchmarking and a discussion facility for sharing
experiences and questions.

• COBIT Control Practices: Guidance to Achieve Control Objectives for Successful IT Governance, 2nd Edition—Provides
guidance on the risks to be avoided and value to be gained from implementing a control objective, and instruction on how to
implement the objective. Control practices are strongly recommended for use with the IT Governance Implementation Guide:
Using COBIT and Val IT, 2nd Edition.

• IT Assurance Guide: Using COBIT ®—Provides guidance on how COBIT can be used to support a variety of assurance activities
and offers suggested testing steps for all the COBIT IT processes and control objectives. It replaces the information in Audit
Guidelines for auditing and self-assessment against the control objectives in COBIT 4.1.

• IT Control Objectives for Sarbanes-Oxley: The Role of IT in the Design and Implementation of Internal Control Over Financial
Reporting, 2nd Edition—Provides guidance on how to assure compliance for the IT environment based on the COBIT control
objectives 

• IT Governance Implementation Guide: Using COBIT and Val IT, 2nd Edition—Provides a generic road map for implementing IT
governance using COBIT and Val IT resources and a supporting tool kit

• COBIT Quickstart—Provides a baseline of control for the smaller organisation and a possible first step for the larger enterprise
• COBIT Security Baseline—Focuses on essential steps for implementing information security within the enterprise. The second

edition is in development at the time of this writing.
• COBIT Mappings—Currently posted at www.isaca.org/downloads:

– Aligning COBIT, ITIL and ISO 17799 for Business Benefit
– COBIT Mapping: Overview of International IT Guidance, 2nd Edition
– COBIT Mapping: Mapping of ISO/IEC 17799:2000 With COBIT, 2nd Edition
– COBIT Mapping: Mapping of PMBOK With COBIT 4.0 
– COBIT Mapping: Mapping of SEI’s CMM for Software With COBIT 4.0 
– COBIT Mapping: Mapping of ITIL With COBIT 4.0 
– COBIT Mapping: Mapping of PRINCE2 With COBIT 4.0 

• Information Security Governance: Guidance for Boards of Directors and Executive Management, 2nd Edition—Presents
information security in business terms and contains tools and techniques to help uncover security-related problems

Val IT is the umbrella term used to describe the publications and future additional products and activities addressing the Val IT
framework. 

Current Val IT-related publications are:
• Enterprise Value: Governance of IT Investments—The Val IT Framework, which explains how an enterprise can extract optimal

value from IT-enabled investments and is based on the COBIT framework. It is organised into: 
– Three processes—Value Governance, Portfolio Management and Investment Management
– IT key management practices—Essential management practices that positively influence the achievement of the desired result or

purpose of a particular activity. They support the Val IT processes and play roughly the same role as do COBIT’s control
objectives.

• Enterprise Value: Governance of IT Investments—The Business Case, which focuses on one key element of the investment
management process

• Enterprise Value: Governance of IT Investments—The ING Case Study, which describes how a global financial services
company manages a portfolio of IT investments in the context of the Val IT framework

For the most complete and up-to-date information on COBIT, Val IT and related products, case studies, training opportunities,
newsletters and other framework-specific information, visit www.isaca.org/cobit and www.isaca.org/valit.
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