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Why do you need a security monitoring?

* Found a new security hole

 Hardware and software usually have a complicated things. Thus, a security
hole raised by mistaken implementation.

e Configuration Error
* Configuration is not right so that give rise to security hole.
* Administrator forgot or lack of knowledge

* Permission mode of password file (/etc/passwd/) inadvertently changed so
that it could be changed or modified by unauthorized persons.



Why do you need a security monitoring?

e Adding new components (hardware or software)

It lead to decrease the security level or changed the method to operate the
system.

Operator or Administrator had to learn again.
In the learning period, many problems that occur.
Server or software is still using default configuration from vendor



A sources of security holes

* Design flaw
Security holes caused by wrong design is generally rare.
But if it happens to be very difficult to repair.

Due to incorrect design, so even though it is implemented properly, the
weaknesses of the system will remain.

ROT13 encryption algorithm or a Caesar Cipher, where the character is shifted
13 letters or three letters. Although implemented with meticulous
programming, anyone who knows the encryption algorithm can solve.



A sources of security holes

* Incorrect of implementation

* Many programs are implemented in a hurry so that less careful in coding. As a
result, checks or testing should be done but being not done.

* Filtering malicious character for input form.
 HTML script so that the apps can access files or confidential information.

* Incorrect of configuration

* Files that should not be changed by the user inadvertently become a
"writeable"



A sources of security holes

* |ncorrect of use

 Mistake of using a program that is run by using the root account (super
user/administrator) can be fatal.

* The new administrator careless in running the command "rm-rf" in the system
UNIX (which delete files or directories and sub-directories in it).



System security tester

* Because of the many things that have to be monitored, the
administrator of the information system requires automated tools.

* The auto attendant, which can help to test or evaluate the safety of
the system being managed.



System security tester

* For UNIX-based systems there are several tools that can be used:
* Tripwire
* SAINT

» COPS
. ?



Probing Services

* Internet service is generally done using TCP or UDP protocol. Every
service is executed by using a different port, for example:
* HTTP; TCP port 80

* FTP; TCP port 21
. ?



Probing Services

* Selection of what services depend on the need and the level of
security desired.

 Often purchased or assembled systems running several major
services as "default". Sometimes some of the services to be switched
off because there is likely to be exploited by attackers.



Probing Services

* There are several tools that can be used to perform a "probe"
(feeling) what services are available.

* The program can also be used by criminals to see what services are
available in the system to be attacked and based on the data obtained
can launch an attack.



Probing Services
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Probing Services

* Nmap
* Strobe
* Tcpprobe



Using of program

* One of way to identify the weaknesses of your information system is
to attack yourself.

* Do not use these programs to attack other systems (systems that you
do not manage).



Two types of program

* Active
Programs that are aggressive of attack and paralyze the target system.

* Passive
Programs that are nature of theft or interception of data.



Example

* Pcapture
* Tcpdump
* Wireshark
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Network Monitoring

* Network monitoring system (network monitoring) can be used to
detect security holes.

* By monitoring network can also be seen in efforts to cripple the
system through denial of service attack (DoS) by sending packets
excessive amount.

* Network monitoring is usually done using protocol SNMP (Simple
Network Management Protocol).



Network Monitoring

e Etherboy (Windows), Etherape (Unix)
 HP Openview (Windows)

* Packetboy (Windows), Packetman (Unix)
 SNMP Collector (Windows)

* Webboy (Windows)



Network Monitoring
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