
b

Data Communication

#12 Data Link Layer 
Error Control 

Susmini I. Lestariningati, M.T



Computer Engineering

Data Communication @lestariningati

Introduction to Data Link Layer

• The data link layer transforms the physical layer, a raw transmission facility, to a link 
responsible for node-to-node (hop-to-hop) communication. 


• Specific responsibilities of the data link layer include 

• framing, 

• addressing, 

• flow control, 

• error control, and 

• media access control. 


• The data link layer divides the stream of bits received from the network layer into 
manageable data units called frames. 


• The data link layer adds a header to the frame to define the addresses of the sender 
and receiver of the frame.
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• The data link layer also adds reliability to the physical layer by adding mechanisms to 
detect and retransmit damaged, duplicate, or lost frames. When two or more devices 
are connected to the same link, data link layer protocols are necessary to determine 
which device has control over the link at any given time.
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Error Control

• Data can be corrupted during transmission. For reliable communication, error must be 
detected and corrected are implemented either at the data link layer or the transport 
layer of the OSI model


• The general definitions of the terms are as follows:

• Error detection is the detection of errors caused by noise or other impairments 

during transmission from the transmitter to the receiver. 

• Error correction is the detection of errors and reconstruction of the original, error-

free data.
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Types of Error
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Single Bit Error

• Single bit error is when only one bit in the data unit has changed

• example : ASCII STX (Hex: 02) change 0 to 1, received ASCII LF (Hex: 0A)
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Multiple Bit Error

• Multiple-Bit Error is when two or more nonconsecutive bits in the data unit have 
changed


• example : ASCII B (Hex: 42) change into ASCII LF (Hex: A)
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Burst Error

• Burst Error means that two or more consecutive bits in the data unit have changed
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Redundancy Concepts

• The general idea for achieving error detection and correction is to add some 
redundancy (i.e., some extra data) to a message, which receivers can use to check 
consistency of the delivered message, and to recover data determined to be corrupted. 
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• Error-detection and correction schemes can be either systematic or non-systematic:

• In a systematic scheme, the transmitter sends the original data, and attaches a 

fixed number of check bits (or parity data), which are derived from the data bits by 
some deterministic algorithm. If only error detection is required, a receiver can 
simply apply the same algorithm to the received data bits and compare its output 
with the received check bits; if the values do not match, an error has occurred at 
some point during the transmission.


• In a system that uses a non-systematic code, the original message is transformed 
into an encoded message that has at least as many bits as the original message.
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Error Detection Methods

• Vertical Redundancy Check (VRC)

• Longitudinal Redundancy Check (LRC)

• Cyclic Redundancy Check (CRC)

• Checksum
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Vertical Redundancy Check (VRC)

• A parity bit is added to every data unit so that the total number of 1s (including the 
parity bit) becomes even for even-parity check or odd for odd-parity check 


• VRC can detect all single-bit errors. It can detect multiple-bit or burst errors only the 
total number of errors is odd/even

14



Computer Engineering

Data Communication @lestariningati

Example of Even Parity
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Longitudinal Redundancy Check (LRC)

• Parity bits of all the positions are assembled into a new data unit, which is added to the 
end of the data block
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Exclusive OR
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Example
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Cyclic Redundancy Check (CRC)
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• Using Modular 2 Division

• Data : 1 0 0 1 0 0

• Divisor : 1 1 0 1
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Polynomials

• CRC generator (divisor) is most often represented not as a string of 1s and 0s, but as 
an algebraic polynomial.
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Standard Polynomials
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Checksum

• Used by the higher layer protocols

• based on the concept of redundancy (VRC, LRC and CRC)
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• To create the checksum the sender does the following:

• The unit is divided into K sections, each of n bits.

• Section 1 and 2 are added together using one’s complement.

• Section 3 is added to the result of the previous step.

• Section 4 is added to the result of the previous step.

• The process repeats until section k is added to the result of the previous step.

• The final result is complemented to make the checksum.
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Example
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Error Correction

• Error can be handled in two ways:

• when an error is discovered, the receiver can have the sender retransmit the entire 

data unit.

• a receiver can use an error-correcting code, which automatically corrects certain 

errors.
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