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SYSTEM VULNERABILITY AND ABUSE

Why Systems Are Vulnerable

Contemporary Security Challenges and Vulnerabilities

Client Communications Corporate Corporate
(User) Lines Servers Systems

- D.ata:
bases

1
1
1
1
1
1
1
1
1
1
— 1
1
1
1
1
1
1
4

Hardware
Operating Systems

* Unauthorized - Tapping * Hacking Software
access * Sniffing ‘Virusesand R ‘'~ToTmccoteeesssesssssssessses
* Errors + Message worms * Theft of data
alteration * Theft and fraud * Copying data
« Theft and « Vandalism * Alteration of data
fraud « Denial of * Hardware failure

« Radiation service attacks » Software failure
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SYSTEM VULNERABILITY AND ABUSE

Why Systems Are Vulnerable (Continued)

Internet Vulnerabilities:

* Use of fixed Internet addresses through use of
cable modems or DSL

e Lack of encryption with most Voice over IP (VolP)

 Widespread use of e-mail and instant messaging
(IM)
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SYSTEM VULNERABILITY AND ABUSE

Wi-Fi Security Challenges

Authentication reauest
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SYSTEM VULNERABILITY AND ABUSE

Malicious Software: Viruses, Worms, Trojan Horses, and
Spyware, Hackers and Cybervandalism o
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Advanced Incrusion Detedion Environment
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Worldwide Damage from Digital Attacks
SYSTEM VULNERABILITY AND ABUSE

Figure 8: Cybersecurity spending in the U.S., percent of GDP
and USD billions, 2009-2017
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BUSINESS VALUE OF SECURITY AND CONTROL

 |Inadequate security and control may create serious legal
liability.

 Businesses must protect not only their own information
assets but also those of customers, employees, and
business partners. Failure to do so can lead to costly
litigation for data exposure or theft.

A sound security and control framework that protects
business information assets can thus produce a high
return on investment.
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BUSINESS VALUE OF SECURITY AND CONTROL
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2nd Symposium on Critical Information Infrastructure
" Protection in Indonesia

Kementerian Kominfo telah mengidentifikasi 8
(delapan) sektor yang tergolong ke dalam sektor
strategis nasional, yaitu

2" SYMPOSIUM ON,/CRITICAL INFORMATION
INFRASTRUCTURE PROTECTION

. pemerintahan

. ketahanan

. keuangan

. kesehatan

. energi dan sumber daya mineral (ESDM)
. transportasi

. TIK, serta

. ketahanan pangan

IN INUO\NESIA 2017

O~NOOTHA~WN—

i al - ' nale WSROI ¥
Penanganan cyber security berskala nasional, yang mencakup 5 (lima) hal:
* Resilience, yaitu terselenggaranya infrastruktur informasi yang tetap dapat berjalan melayani publik walaupun

terjadi suatu kerusakan atau serangan;

 Public service, terbentuknya respon dan langkah penanggulangan pemulihan akibat serangan cyber;

+ Cyber law enforcement, terbentuknya kerangka kerja dan regulasi yang dapat menciptakan perlindungan yang
aman dan kondusif;

+ Cyber culture, di mana budaya yang dimaksud dalam hal ini adalah kesamaan kerangka berpikir dalam menyikapi
keamanan informasi agar terciptanya budaya siber yang mempromosikan keamanan demi penggunaan internet
yang sehat dan tepat;

+ Secure market, terbentuknya profesi dan keahlian keamanan siber yang dapat menciptakan perdagangan
elektronik yang aman.
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Situs pemerintah yang diphishing dan di Deface
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Situs pemerintah yang diphishing dan di Deface
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Situs Pemerintah Yang di-Phishing dan
di-Deface tahun 2011

1k kK

- http//www.di"**s.go.id

- http://sd*.p*.go.id/

- http//www.sa***kab.go.id

- http//www.depk™**nfo.go.id

- http//www.forumbumd™*ar.com/bumd/lang/

- http//www.bapp™**-bandung.go.id, terkena Phishing
yang disusupi Malware (Trojan) sejak Juni 2011 dan
baru tertangani pada 15 September 2011 setelah ID-

CERT mendatangi langsung kantor BAP™"A
BANDUNG.
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Manipulasi Data
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Situs Pemerintah yang terkena hack

=~acked By NT0O7 - Kcpka

kopka kemenzo.co.iddile/media®CT.him! ~ Translate this pace
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Dont Cislure. Kedaviyg Cyber Tear. SALAM VANIS KECADKNG CYBZR ...

Detall Page | Hacked by ./OarkN3t

Kliving. kemenag.goididownioge php?lile—26473 ~* Tians/gle s page
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GOV-CSIRT (Government Computer Security Incident Response Team)
Pusat Monitoring dan Penangaran Ins'den Keamanan [nformas! Inctars! Pamearntah
Kamenterian Komunikasi dan Informatika Republik Indonusia

‘ - IOME TENTANG KAMI [ AYANEN NTNT |ARORAN TNSIDEN KONTAL KAMI g FORUIM
. J a 1
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Web Links Berfta Vuinerabilty Alert
. CERT Statistik Ingiden Respon Demain .Go.Id 24 Jum 2017
» CSK Gov-(SIRT
o IDCTHT FAQ Wannalrypltor Ransomware 14 Way 2017 mm— 2o o
o [DSIRTIL _ . call Cengar
. KONINEO Ancaman Malware Slaimmer 23 May 2016 =mail :
. . nsiden@goves it kom no.go iz
Organized by : Meningatnya malwans yang menyerang Adobe: Flash 12 1n 2015 Trip - 031-3457F6,
Infeksi Dyre Malware meningkat pada tahun 2015 08 Jur 2015 fex - 021-3845785
Rombertik Malware terdeteks! dapat merusak Harddisk o< un 2015 Sy ——

KUMINIO Tredonesia Malware Summit 2008 07 May 2015 ‘ ey l'll

Waszada Terhadap Sinkronisasi Token 29 Apr 2015
- Penvebaran Maware
Fitur Baru WhatsApp Voice Call Mengandung Malware 28 Ap- 2015 Stazisti Insiden ©o il

Symantec : 17% dari scmua aplikas' Android mengandung malware 27 Ap- 2015

Perlindungan situs e-gov
https://govcesirt.kominfo.go.id



Mengatasi Botnet XSS dengan Capteha
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Indonesian Information Security Status
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BUSINESS VALUE OF SECURITY AND CONTROL

Security Incidents Continue to Rise

Number of Incidents Reported by Federal Agencies to US-CERT
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Data Security and Control Laws:

 The Health Insurance Portability and Accountability
Act (HIPAA)

e Gramm-Leach-Bliley Act

e Sarbanes-Oxley Act of 2002
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Some of IT Audit Regulation in Indonesia

= Undang-undang No. 19 Tahun 2016 perubahan atas UU No.
11 tahun 2008 tentang Informasi dan Transaksi Elektronika

= Permen Kominfo No.4 Tahun 2016 Tentang Sistem
Manajemen Pengamanan Sistem Informasi

= Peraturan Pemerintah (PP) No. 82 tahun 2012 tentang
Penyelenggaraan Sistem dan Transaksi Elektronik (PSTE)

l -
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BUSINESS VALUE OF SECURITY AND CONTROL

Legal and Regulatory Requirements for Electronic
Records Management

1. Electronic Records Management (ERM): Policies,
procedures and tools for managing the retention,
destruction, and storage of electronic records
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Electronic Evidence and Computer Forensics

2. Electronic Evidence: Computer data stored on disks
and drives, e-mail, instant messages, and e-
commerce transactions

3. Computer Forensics: Scientific collection,
examination, authentication, preservation, and
analysis of computer data for use as evidence in a
court of law
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ESTABLISHING A MANAGEMENT FRAMEWORK FOR
SECURITY AND CONTROL

Types of Information Systems Controls

1. General controls:
 Software and hardware
« Computer operations

e Data security

o Systems implementation process
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ESTABLISHING A MANAGEMENT FRAMEWORK FOR
SECURITY AND CONTROL

2. Application controls:

 Input

* Processing

e Output
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WHAT TO DO?

* Risk Assessment
e Security Policy
 Ensuring Business

* Business continuity and disaster recovery planning
continuity
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ESTABLISHING A MANAGEMENT FRAMEWORK FOR
SECURITY AND CONTROL

Risk Assessment:

e Determines the level of risk to the firm if a specific
activity or process is not properly controlled
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ESTABLISHING A MANAGEMENT FRAMEWORK FOR
SECURITY AND CONTROL

Security Policy:

Policy ranking information risks, identifying acceptable
security goals, and identifying the mechanisms for
achieving these goals

 Acceptable Use Policy (AUP)

 Authorization policies
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ESTABLISHING A MANAGEMENT FRAMEWORK FOR
SECURITY AND CONTROL

Security Profiles for a Personnel System

SECLIRTY PROFI F1
User: Personnel Dept. Clerk
Lacabion 1 ivisinn 1

Empleycs Identif cation
Codes with This Frofile: 00753,27834,37655,41115

at1a Held Typc of /'\?(;css

Restriciions
All employce data for Read and Update
Divizien 1 ondy

* Medical vistory cata Na292

* Salary N212

= Penyivngble 2aiming Nu =

SECURITY PROFILE 2
Uszer: Divisional Personne’ Manager
Location: Division 1
Employee centification

Ccdes with This Profil=: 27321

Dzta Fleld Type of Access
Resiriction

All empleyes dazz fer Read Only

Divis en | anly
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T SECURITY AND CONTROL

Ensuring Business Continuity

1. Downtime: Period of time in which a system is not
operational

2. Fault-tolerant computer systems: Redundant
hardware, software, and power supply components to
provide continuous, uninterrupted service

3. High-availability computing: Designing to maximize
application and system availability
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ESTABLISHING A MANAGEMENT FRAMEWORK FOR
SECURITY AND CONTROL

Ensuring Business Continuity (Continued)

Load balancing: Distributes access requests across
multiple servers

Mirroring: Backup server that duplicates processes on
primary server

Recovery-oriented computing: Designing computing
systems to recover more rapidly from mishaps
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ESTABLISHING A MANAGEMENT FRAMEWORK FOR
SECURITY AND CONTROL

Ensuring Business Continuity (Continued)

7. Disaster recovery planning: Plans for restoration of
computing and communications disrupted by an
event such as an earthquake, flood, or terrorist
attack

8. Business continuity planning: Plans for handling
mission-critical functions if systems go down



Information System Managements
Chapter 4 Security and Control

.
E

ESTABLISHING A MANAGEMENT FRAMEWORK FOR
SECURITY AND CONTROL

Auditing:

 MIS audit: Identifies all of the controls that govern
individual information systems and assesses their

effectiveness

e Security audits: Review technologies, procedures,
documentation, training, and personnel
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ESTABLISHING A MANAGEMENT FRAMEWORK FOR
SECURITY AND CONTROL

Sample Auditor’s List of Control Weaknesses

Function: Loans
Loczticn: Peona, IL

Prepared by: ). Ericson
Date: June 1€, 200/

Received dy: T. Benson
Review date: June 28, 200/

Nature of Weakness Chancefor Error/Abuse Nortification to Mznagement
and Impact
Yes/ | Justification Report Management resoonse
No chate
User accounts with Yes | Leaves system cpen 5/10/07 Biminate accounts
missing passwords 1o unauthorized without passwords
sutsiders cr attackors
SI10/0/ Ensurc only required
Nectwork corficurcd Yes | Exposescritical dircctorics arc
tc allow sorre system filcs to hosile sharcd and that they
sharing of system parties cornected to are protected with
files the network strong pesswords
Soltware palches All production proygrams
czn update No require management
procuction pregrams aporoval; Standarcs anc
without fina approval controls group assigns
from Standards and such casesto a temporary

Controls group

producton status
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TECHNOLOGIES AND TOOLS FOR SECURITY AND CONTROL

Access Control

Access control: Consists of all the policies and
procedures a company uses to prevent improper access
to systems by unauthorized insiders and outsiders
Authentication:
e Passwords

e Tokens, smart cards

 Biometric authentication
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Firewalls, Intrusion Detection Systems, and
Antivirus Software

* Firewalls: Hardware and software controlling flow of incoming
and outgoing network traffic. Firewall Technology: Packet
Filtering, Stateful inspection, Network Address Translation,
Application Proxy Filtering

* Intrusion detection systems: Full-time monitoring tools placed at
the most vulnerable points of corporate networks to detect and
deter intruders
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Firewalls, Intrusion Detection Systems, and
Antivirus Software (Continued)

* Antivirus software: Software that checks computer
systems and drives for the presence of computer

viruses and can eliminate the virus from the infected
area

 Wi-Fi Protected Access specification
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A Corporate Firewall
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Encryption and Public Key Infrastructure

* Public key encryption: Uses two different keys, one
private and one public. The keys are mathematically
related so that data encrypted with one key can be
decrypted using only the other key

* Message integrity: The ability to be certain that the
message being sent arrives at the proper destination
without being copied or changed
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Encryption and Public Key Infrastructure
(Continued)

Digital signature: A digital code attached to an electronically
transmitted message that is used to verify the origin and contents
of a message

Digital certificates: Data files used to establish the identity of
users and electronic assets for protection of online transactions

Public Key Infrastructure (PKI): Use of public key cryptography
working with a certificate authority
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Two methods for encrypting network traffic on the
Web are:

e Secure Sockets Layer (SSL) and its successor Transport Layer
Security (TLS): protocols for secure information transfer over the
Internet; enable client and server computer encryption and
decryption activities as they communicate during a secure Web
session.

e Secure Hypertext Transfer Protocol (S-HTTP): used for encrypting
data flowing over the Internet; limited to Web documents, whereas
SSL and TLS encrypt all data being passed between client and
server.
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Public Key Encryption
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Digital Certificates
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Management Opportunities:

Creation of secure, reliable Web sites and
systems that can support e-commerce and
e-business strategies
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Management Challenges:

 Designing systems that are neither overcontrolled
nor undercontrolled

 Implementing an effective security policy
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Solution Guidelines:

Security and control must become a more visible
and explicit priority and area of information systems
investment.

Support and commitment from top management is
required to show that security is indeed a corporate
priority and vital to all aspects of the business.

Security and control should be the responsibility of
everyone in the organization.



