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What Is a Business Impact Analysis ?

The BIA measures the potential quantifiable and
qualifiable impact that could occur if any business
function was unable to operate for a period of time for
any reason.

That measurement becomes the basis on which we
prioritize our efforts in building an efficient Business
Continuity Plan (BCP).

The Federal Financial Institutions Examination
Council (FFIEC) has said that “the institution’s first
step in building a Business Continuity Plan (BCP) is
to perform a BIA.” Other regulators are making
similar statements.
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BIA is Not a Threat Analysis

THREAT ANALYSIS

Breadth Duration | Probability | Priority
Hurricane/Tsunami High High Low High
Fire ledium Medium Medium Medium
Terrorism 1T High Lowy Aedium
Contaminants High Lowy fedium
System Failures i Lowy High High
Utility Failures hedium Medium Medium hedium
Communicable Disease hedium High Lowy fedium
Flood Lowy Medium Low Aedium
Workplace Violence Lowy Lowy Low |lowy
Civil Disorder Medium Medium Low ledium
Radiation High High Lowy High
BREADTH OF IMPACT DURATIOH PROBABILITY

High Widespread or Regional impact. [Possibly Happens
weeks. relatively
frequently.
Aediurm |Localized Impact 2-7 days. Happens, but
infrequently .
|_owy|Single facility Impact 24 hours or Unlikely to
less. occur.
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BIA is Not a Facility Risk Analysis/Assessment

Business unit managers aren’t the best people to ask
about the potential cost of facility loss.

For that, one would need to speak with the people who can
estimate those costs, and that would probably involve real
estate people, engineers, technology resources, records
managers, and many other people both inside and outside
the institution who have expertise in their own specific
areas. It basically comes down to doing an inventory of
what would be lost.
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A BIA is Not A Risk Analysis

* A Risk Analysis identifies operational risks, defines
controls to mitigate those risks, and monitors residual
risk that remains after the controls have been put into
place.

 The BIA identifies the quantitative (measurable) and
qualitative (usually reputational) impact that could
occur if a Department or Business Function was unable
to function for any reason.
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However, if your company wants
to put Threat Analysis, Risk
Analysis, or whatever under the
BIA “umbrella,” no problem.

All aspects will need to be covered
in a comprehensive Business
Continuity Plan.
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"A business
continuity plan
that is not
predicated on or
guided by the
results of a
business impact
analysis (BIA) is
at best
guesswork, is
incomplete, and
may not function
as it should
during an actual
recovery.

Eugene Tucker, CPP, CFE, CBCP
Risk Analysis and the Security Survey
Butterworth-Heinemann, Copyright 2006

Graphic by Richard Cardoza
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It’s a Process, Not a Project

If you plan your BIA as a project that is going to happen
every so many months or years, two things will happen:

* First, you will be “dinged” by everyone who
reviews/audits your BIA because they will say your
data is out of date.

* Second, you’ll need to admit they’re right! The BIA
needs to be a continuous process that will keep your data
up-to-date and not overwhelm you.
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So how do you make your BIA a continuous process?

1) By making sure that you will have a continuous flow of
current data regarding the status of your Departments
and Business Functions.

2) Establishing a cycle in which the Departments will review
and update their data on an annual or (preferably) more
frequent basis.

3) Stressing to your departments that the first time around is
the hardest. After that, it’s just about a periodic review
to note what may have changed in their business
environment.

UNIVERSITAS KOMPUTER INDONESIA



UNIVERSITAS KOMPUTER INDONESIA


Gaining Executive Support
* Regulators expect us to have a BIA
* Auditors expect us to have a BIA
* Customers expect us to have a BIA
 Insurers expect us to have a BIA
* Board Directors expect us to have a BIA

* Shareholders/investors expect us to have a BIA.
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Gaining Executive Support

* For an institution to accurately determine recovery
goals and establish recovery priorities, it is essential
to know where impact could occur, and how much
impact could occur in each area of the institution.

* The BIA not only ensures that we apply our
resources appropriately toward protecting the
company’s most critical assets, it also saves the
unnecessary expense of applying an inappropriate
level of resources to less critical areas.
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Include Stakeholders in the Planning Process

* Regulators

 Compliance

* Risk Management

* Audit, both internal and external
* Executive Management

 Line-of-business departments

If they are not happy with the results, you won’t be happy either.
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Define the High-level Goals

* Goal #1: Identify the impact that any individual
Department or Business Function could have on the
institution if it was unable to function for any reason.

* Goal #2: Have a final deliverable that will satisty
Goal #1 in clear and understandable language.

* Goal #3: Make the process as easy as possible for
the Departments.
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Determine What You Need to Learn

* Where could critical financial (quantifiable) impact
occur and what is the potential amount of the impact?

* Where could critical reputational (qualifiable) impact
occur and what is the potential amount of the impact?

(Where” can mean two very different and equally
important things. Do we mean within which department,
or do we mean within which geographic region?)

 When would critical impact occur and what is the
ettect of the impact over a timeline?
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Define “Critical Impact”

* The definition of critical impact needs to be based
upon something measured, proven, and dynamic
enough to change as your company changes.

* You won’t know the appropriate definition of critical
impact until you have implemented a BIA process that
can keep up with changes in the company.

* What is considered non-critical today could
become critical tomorrow.
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Note that the “A” in “BIA” stands for
“Analysis,” not subjective opinion. It
is important that we remove as much
subjectivity as possible.
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One Definition of “Critical” Impact

“Critical Impact is any hard dollar or reputational loss
that could endanger the survival of the company.

“To determine what is critical, the impact represented
by every area of the company must be compared to the
company as a whole.

“We won’t have documentation showing what is truly
critical until we have performed a BIA.

“The BIA provides the measurements to determine
what is critical at any given time.”
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Define Impact Categories That Are Appropriate
For the Particular Institution

 Impact can occur within different Departments or
Business Functions in different ways.

* Different types of impact can have different measurables
to be used for determining the extent of potential impact.

* Defining Impact Categories can make it easier for a
Department to respond because they have a “prompt” to
consider various potential types of impact.
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Quantifiable Impact Categories for a
financial institution might include:

. Inability to collect or receive payments

. Inability to process and record payments

. Inability to invest funds

. Inability to set up new customers

o Inability to make price, structure, or rate changes
. Regulatory/contractual impact

. Inability to meet federal processing deadlines

. Penalties for delayed tax filings

. Penalties for delayed benefits filings
. Penalties for failure to meet regulatory deadlines

. Liability for failure to meet agreements with customers
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Quantifiable Impact Categories for a
retail company might include:

Inability to record sales

Inability to accept returns

Inability to process credit cards, checks, gift cards, certificates
Inability to replenish merchandise

Inability to move merchandise between locations

Inability to respond to customer communications

Inability to advertise
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Quantifiable Impact Categories for a
manufacturing company might include:

. Inability to order materials

. Inability to receive materials
. Inability to assemble materials
o Inability to advertise products
. Inability to process orders

. Inability to ship products
. Inability to collect payment
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None of these examples are by any means
comprehensive or “boilerplate.”

Every company needs to define the
measurables and categories that are
relevant to them.

The important thing is that you must take
the time to define your measurables and
impact categories, and decide exactly how
you are going to use them, before you
begin to collect any data.
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Define Your Deliverables

Report #1: Compared to other Departments or Business
Functions in the company, each Department/Function’s
criticality is this.

Report #2: Based on when a Department/Function could
cause Quantifiable Impact, its Recovery Time Objective
(RTO)would be this.

Report #3: Based on when a Departmental/Function could
cause Qualifiable/Reputational Impact, its RTO would
be this.
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You can’t perform your analysis until
you have collected your data.

S0, isn’t it reasonable to assume that the
final analysis is the /ast thing you will
need plan?
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Which comes first....... ?

Actually, the Analysis Phase and
the final product are the FIRST
thing you need to consider.

You won’t know what
data to collect until you
know what must be
included in the final
product.
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Decide what the final deliverable will
include and what it will look like.

BANK-WIDE POTENTIAL QUANTIFIABLE IMPACT

Reflectr the total poknialimpactora business units Inabllity to wncdon during the Aret?2 hours ofa crinli.

Sample Data

EVALUATION USING WEIGHT SET #4

Bank-Wide wgnt  Minimum Minimum Tier 2 Minimum Ties 3
TRANSACTIONAL IMPACT Impact Tier L waht  uptoTiert woht  upto Tier 2
tem #1 Totsl Reported for Imabllly o Collector Recelve Payments, Dollars: 2E,)E25686,TIE 001% 21454640 0N 2508,150 000% 254560
ttsm ® Totsl Reported for Imablily © Procs 11 and Record Payment, Dollars : 253,706,472 003% 2L ET2TE o 21,0082 0% MTELEI
ttem & Totsl Reported for Imablllt o Inw 1t Funds, Collars: 2,000,704 543 0.25% 21502557 0.0% 21,000,705 005% 2500552
OPPORTUNITY IMPACT
ttsm #4 Total Reported for Imabilly o Set Up New Curtomers, Dollare: 2IB004, 59 23I% 21,055 555% 2566,560 278% 2456,506
tem &5 Totsl Reported for Imablllt; o Make Price,Structure or Rate hanges, Dollare: 2563500 WEIT ), €056 00a% 25 =BI% HBTR
REGULATORY/CONTRACTUAL IMPACT
tem # Totsl Rsporkd for Nablity to Mest Federal Procesing Deadliines, Dollars: 23.254,045,26 006% 2L EEE5) ca 2 O0E T 002% 24ES 07
S rotlimporbd forlaia;ed Tac Hiingl I ollan: BE ANALYSIS OF POTENTIAL IMPACT BY BUSINESS UNIT
ttsm #8 Totsl Rsporkd for Dslayed Binefits Alings, Dollars: 25,135,000 A comparison of each business unit's reported potential i mpact to the Bank-wide reported potential impact.
. . 225,463,250 i i
Ibm #3 Tobl Reported for Penalties to mest Reguiabry Ceadiines, Dollare: €3, Department X D System Recommendation: Tier 1
ttem #10 Totsl Reportsd for Liablllt for Rallure to Mestagreements v mititutions, Collars: 2IQTS5 L84 346 Euche oz UnitCots Prouded B Michal Caly
ttsm #11 Total Reported for Liablily r Rallure to Mestagresments w Curtom ers, Dollars: »1Q40),40)346 EVALUATION US ING ‘AEIGHT SET# 4
Section 1: Quantifiable Impact, Over-all Criticality to the Bank
5 R R A [ Transactional m pact 11 Opporunity Impact ] [ Regulator;! Contrac al Impact ]
Number of reporting Business Units: 1 Coverir| e Ity b b It Usiudicorings bl B et Do Lt <ol
= s Eroauisnd ndy MeACatm  pnos. sz s i i i ik e nna et
Nok that the barkwid: au ks will helvde some app pprigk dowbk-kpothg. For hstice, it2 d:par Rl RS S st ) Sesams S e =
Tctor, both d:parmen £ wotkd Rport iatpotestal mpact Howeuer, tiatdoesr'tmean tattie B w
T3¢ [ T 33 [ [ [ 3T e [ By P
" . ISODODOD  (ISIESE @D psE o Hx Ha o Hu e . . Tobl
RN e T . CONFIDENTIAL - Cally Volums, Dollary e
Cally vol, Tranuaction 1030 == Zm o [T Ha o Hu e nHw e mpac
Backlog Procs i/Cay™: 1o 10 105 o% ns s o m m o m l;N:o‘H:u
Total Potential mpact: 412000,000,000 #6262, 108,826 821,180,148 L] L] €.242,87, 188 446,00 76,00 L] 6,262, 08,626  #6,202, 0,826  $33, 101,286,220
% of Bink-wide m ch’ L=t Ba1% 57 SeE% oom% oom% SOEI% 0=2% 1.61% omo% S1005% =%
mpact Scors: 1 1 1 4 4 1 4 4 4 1 1
“ Trepercenkge oTtddcg hal audbe processed each day nadd 1oy b e oumenl day's uckame .
Based on criticality to the bank in one or more categories, above, the recommended Scorefier Rating would be: 1
Section 2 Reputationa Impact to D ine Over-all Criticality and Recovery Time Objective (RTO) NotiTkaDiTerence
(Mo allcd epusiaal Impad has beenrepor Bd %o Fis busress unil)
“Adien Poknial mpact Aculd Oeur

2hrcor Whin - YWhin  Whin  Owr
lecc  2Zhm B24hro 2648 hro 4Shro

(I I

D5 TN of RAPUBEONG! M2 CL4S MiSEng.

Based on potentid Reputationd Impact only, the recommended ScorefTier Rating wouldbe: 2
I Higher expos ure under Quantifiatle lmpact Note Tier Difference

- CONFIDENTIAL -
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Let’s take a look at the data elements that
make up this sample report.

Section 1: Quantifiable Impact, Over-all Criticality to the Bank

Transactional Impact Opportunity Impact:
Inability to collect Inability to Inability to invest Inability to set up Inability to make
or receive process and funds new customers price, structure or
payments or record payments rate changes
deposits. or deposits
Sample Data Item #1 Item #2 Item #3 Item #4 Item #5
Daily Volume, Dollars: $6,000,000,000 $1,764,036,545 $327,053,383 $0 N/A
Daily Vol, Transactions: 10,350 29,338 23,021 0 N/A
Backlog Process/Day": 100% 100% 100% 0% N/A
Total Potential Impact: $18,000,000,000 $5,292,109,635 $981,160,149 $0 $0
% of Bank-wide Impact: 98.994% 99.631% 97.949% 0.000% 0.000%
Impact Score: 1 1 1 4 4

* The percentage of backlog that could be processed eac
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We’re showing the department’s daily
volume in dollars, so we know that we will
need to collect that information.

Section 1: Quantifiable Impact, Over-all Criticality to the Bank

Transactional Impact Opportunity Impact:
Inability to collect Inability to Inability to invest Inability to setup Inability to make
or receive process and funds new customers price, structure or
payments or record payments rate changes
Sample Data deposits. or deposits
Item #1 Item #2 Item #3 Item #4 Item #5
Daily Volume, Dollars: $6,000,000,000 ™ $1,764,036,545 $327,053,383 $0 N/A
Daily VoI, i . 10,350 29,338 23,021 0 N/A
Backlog Process/Day": 100% 100% 100% 0% N/A
Total Potential Impact: $18,000,000,000 $5,292,109,635 $981,160,149 $0 $0
% of Bank-wide Impact: 98.994% 99.631% 97.949% 0.000% 0.000%
Impact Score: 1 1 1 4 4

* The percentage of backlog that could be processed eac
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We’re showing the department’s daily
volume in number of transactions, so we
will need to collect that information.

Section 1: Quantifiable Impact, Over-all Criticality to the Bank

Transactional Impact Opportunity Impact:
Inability to collect Inability to Inability to invest Inability to setup Inability to make
or receive process and funds new customers price, structure or
payments or record payments rate changes
Sample Data deposits. or deposits
Item #1 Item #2 Item #3 Item #4 Item #5
=T $6,000,000,000 $1,764,036,545 $327,053,383 $0 N/A

L "A 1L 1B~

Daily Vol, Transactions: 10,350 29,338 23,021 0 N/A
~Bary— 100% 100% 100% 0% N/A

Total Potential Impact: $18,000,000,000 $5,292,109,635 $981,160,149 $0 $0

% of Bank-wide Impact: 98.994% 99.631% 97.949% 0.000% 0.000%

Impact Score: 1 1 1 4 4

* The percentage of backlog that could be processed eac
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We’re showing the department’s ability to
process a percentage of backlog, over and
above their normal daily volume.

Section 1: Quantifiable Impact, Over-all Criticality to the Bank

Transactional Impact Opportunity Impact:
Inability to collect Inability to Inability to invest Inability to setup Inability to make
or receive process and funds new customers price, structure or
payments or record payments rate changes
Sample Data deposits. or deposits

Item #1 Item #2 Item #3 Item #4 Item #5
Daily Volume, Dollars: $6,000,000,000 $1,764,036,545 $327,053,383 $0 N/A
Dail , i . 10,350 29,338 23,021 0 N/A
Backlog Process/Day": 100% 100% 100% 0% N/A
Total Potential Impact: $18,000,000,000 $5,292,109,635 $981,160,149 $0 $0

% of Bank-wide Impact: 98.994% 99.631% 97.949% 0.000% 0.000%

Impact Score: 1 1 1 4 4

* The percentage of backlog that could be processed eac
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And, of course, we’re asking for the
potential dollar impact if this unit cannot
function for any reason.

Section 1: Quantifiable Impact, Over-all Criticality to the Bank

Transactional Impact Opportunity Impact:
Inability to collect Inability to Inability to invest Inability to setup Inability to make
or receive process and funds new customers price, structure or
payments or record payments rate changes
Sample Data deposits. or deposits
Item #1 Item #2 Item #3 Item #4 Item #5

Daily Volume, Dollars: $6,000,000,000 $1,764,036,545 $327,053,383 $0 N/A
Daily Vol, Transactions: 10,350 29,338 23,021 0 N/A
Backlog Process/Day": 100% 100% 100% 0% N/A

Total Potential Impact: $18,000,000,000) $5,292,109,635 $981,160,149 $0 $0
. : 7o 99.631% 97.949% 0.000% 0.000%

% of Bank-wi
Impact Score: 1 1 1 4 4

* The percentage of backlog that could be processed eac
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4
That’s all of the data elements. Everything
else in this report is a calculation or notation.

Section 1: Quantifiable Impact, Over-all Criticality to the Bank

Transactional Impact Opportunity Impact:
Sample Data Inability to _collect Inability to Inability to invest Inability to setup ln.ability to make
or receive process and funds new customers price, structure or
payments or record payments rate changes
deposits. or deposits
Item #1 Item #2 Item #3 Item #4 Item #5
Daily Volume, Dollars: $6,000,000,000 51,764,036,545 $327,053,383 S0 N/A
Daily Vol, Transactions: 10,350 29,338 23,021 0 N/A
Backlog Process/Day": 100% 100% 100% 0% N/A
Total Potential Impact: $18,000,000,000 $5,292,109,635 $981,160,149 $0 $0
% of Bank-wide Impact: 98.994% 99.631% 97.949% 0.000% 0.000%
Impact Score: 1 1 1 4 4

* The percentage of backlog that could be processed eac




If we wanted a report that would also show
potential Reputational Impact, then we would
need to ask about that type of impact as well.

This department processes transactions for businesses. If we have a crisis, they will understand a delay of a few hours. But,
depending on the business, some of them will not be able to tolerate a delay over 24 hours, and others would be unable to tolerate a
delay of longer than 8 hours.

When Potential Impact Would Occur

2hrsor Within  Within Within Over
Less 28hrs 9-24hrs 2548 hrs 48 hrs

Based on potential Reputational Impact only, th
Higher exposure unde

X

Hey....that’s § data elements....
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We’re showing the department’s daily
volume in number of transactions, so we
will need to collect that information.

Section 1: Quantifiable Impact, Over-all Criticality to the Bank

Transactional Impact Opportunity Impact:
Inability to collect Inability to Inability to invest Inability to setup Inability to make
or receive process and funds new customers price, structure or
payments or record payments rate changes
Sample Data deposits. or deposits
Item #1 Item #2 Item #3 Item #4 Item #5
. W5.000,000,000 $1,764,036,545 $327,053,383 $0 N/A

N/A
N/A

—The ngmber of fransactjons is
interesting to have, but is

BacKkloo ‘
Total Potent . 8,000,000pf0%:%zwhOﬁﬁa%tfculargx% $0

% of Bank-wide Impact: 98.994% 949% 0. 0.000%

Impact Score: 1 useflll 1tO the analySiS. 4 4

* The percentage of backlog that could be processed eac
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In-house or Outsource; Buy or Build?

* Do you have the resources you need or will
you need to bring in some assistance?

* Do you have the in-house expertise to develop a “tool”
to manage, analyze, and report on the data?

* Have you established your Goals and Objectives For
a BIA and defined the deliverables?” If not, stop here
before considering a service or a product.

* If you don’t know what you want to accomplish with
a BIA, you won’t know if what is being i

offered will satisfy your needs. < 2

”~
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Bottom-up or Top-down?
The Right Approach To Your BIA

Intuitively, we know that we must include an evaluation
of all our Business Functions in the BIA.

But will the BIA actually be done at the Business
Function Level or at the Departmental level?

A Department can have many Business Functions, and
those Business Functions can span across Departments.

Corporate management tends to think in terms of
“Departments” because that is how the management
structure is aligned.
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“ Department \'

Business Business Etc
Function 1 Function 2 )
I I l I
Systems Vendor Cther Systems Vendor tier
Department Department
Dependency1 Dependency1 Dependency 1 Dependency1 Dependency1 Dependency 1
[ [ [ [ [ [
Systems Vendor Ot Vendor Vendor Other
Department Department
Dependency 2 Dependency 2 Dependency 2 Dependency 2 Dependency 2 Dependency 2
[ [ I [ [ [
Systems Vendor Other Systems YVendor Other
Department Department
Dependency 3 Dependency 3 Dependency3 Dependency 3 Dependency 3 Dependency3
[ [ [ [ [ [
I Etc. | | Etc. | I Etc. | | Etc. I I Etc. | | Etc. |

You could do your analysis by Department, including all of

the Business Functions within each Department, and

then identify the Dependencies of each Business Fu
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Identifying Dependencies

* System/technology dependencies

 Vendor dependencies

* Supporting internal department dependencies
* Other dependencies

While Dependency identification could be an entirely
separate process, incorporating it into your BIA can add
significant value to the final deliverables.
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Topple the Silos When Measuring Impact

 To ask managers to prioritize their own Departments
without giving them a company-wide perspective is, in
effect, forcing them to think in a silo.

 The highest priority on one manager’s list might have
negligible impact when compared to Departments in
other areas of the company.

 Don’t ask managers to prioritize their Business Functions.
Ask managers to give you the information you need in
order to prioritize their Functions in comparison to the
company as a whole.
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Impact & RTO; About How Much or When?

And the answer is...it depends on what you want to know.

Department 'Il'otall Pote.nti.al
mpact Within
72 Hours

West Coast Manufacturing $18,000,000

East Coast Manufacturing $11,900,000

Foreign Distribution $9.000,000

Materials Purchasing $9.,000,000

Sales and Marketing $8.000,000
If you want to know which Departments are the
most critical, a report such as this one should ) i

provide the answer. However...

\‘A
i

\‘)/. A
SEANN
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Impact & RTO; About How Much or When?

Impact
Impact Impact Impact Within
Department Within Within Within 1972
8 Hours 9-24 Hours | 2548 Hours o
Hours
West Coast Manufacturing 0 $500.000 $8.000.00 | $9.500,000
East Coast Manufacturing 0 $400,000 | $5.000,000 | $6.500.000
FOl'eign Distribution $500,000 $1.000.000 $3.000.000 $4.500.000
Materials Purchasing $1,000,000 | $2,000,000 | $3,000,000| $3.000,000
Sales and Marketing 0 $0 $4.000,000 $4.000,000

If you want to establish recovery goals/priorities, then this

report (over a timeline) would be a better representation
of the potential impact. Which departments need to

recover first to avoid impact?
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The Data Collection Phase

You have options regarding the way you collect your
BIA data:

1) Distribute a survey
2) Meet with individual Department managers

3) Gather groups of managers into a room for a
workshop

4) Any combination of the above
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Asking the Right People

Who should you ask to get the BIA information you
need from individual Departments?

1) The best approach is probably to start as high on the
organizational chart as possible, and then drill down.

2) If high-level management decides it is appropriate to
delegate, that’s OK, and it also means you should have
their support in getting responses.

3) But even if the work is delegated, your contact should
be at the managerial level. Someone needs to “s1gn off”
on the data that is being provided.
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Asking the Right Questions in the Right Way

1) Put a box around your questions so they cannot
possibly be misinterpreted and options for answers
are limited.

For example, don’t ask “what is your daily volume?”

* Volume on what day?
* Are we asking for an average?
e If so, over what time period?

 How else might a manager interpret this question?

Instead ask, “what was the volume in dollars on the
busiest day of last year” (or other period) if that is
what we really want to know.
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Asking the Right Questions in the Right Way

2) State up-front that you are looking for the “worst
case scenario.”

3) Define all terms, even if you think everyone knows
the definitions.

4) Be careful how you structure the questions. Some
companies choose to offer ranges of numbers, rather
than asking for specific numbers. However....
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Be careful because this....

Potential Impact Within: 18 hrs 9-24 hrs 2548 hrs 4972 hrs
Impact Category #1: $550,000
Impact Category #2: $1,200,000
Impact Category #3: $725,000

...could become this.

Impact Category #1

Potential Impact

Within: 0-$50,000 $51,000-$500,000 | $501,000-$1,000,000 [ Over $1.000.000
1-8 hrs X
9-24 hrs
25-48 hrs
26-72 hrs
Potential Impact Within 18 hrx 9-24 hrs 2548 hrs 49-72 hrs
pme'\:}::,:::;m Impact Category #1: v
1-8 rs Impact Category #2: 23?8&%0.2500,000
2-24 s Impact Category #3: %fil,’g?o.jgé’ggg’m
25-48 hrs —
49-72 s [ [ [ [ A

Impact Category =3

Potential Impact

Within: 0-$50.000 | $51.000-$500,000 | $501,000-$1,000.000 | Over $1.000.000
1-8 hrs

9-24 hrs

25.48 hrs X

49-72 hrs

RS




The Analysis Phase; Remember the Deliverables

We wanted to generate reports that would show,
clearly and concisely:

1) Where could critical financial (quantifiable) impact
occur and what is the potential amount of the impact?

2) Where could critical reputational (qualifiable)
impact occur and what is the potential amount of the

impact?

3) When would critical impact occur and what is
the effect of the impact over a timeline?
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The very FIRST thing we do is combine all of the
data we have collected into a company-wide picture.

BANKWIDE POTENTIAL QUANTIFIABLE IMPACT
Reflect the total poknialimpactora buniness units Inability to wncion during the Aret?2 hours ofa el
Sample Data
EVALUATION USING WEIGHT SET #4
Bank-Wide vght Minimum Minimum Tier 2 Minimum Ties 3

TRANSACTIONAL IMPACT Impact Tier 1 waht  up toTierl waht  upto Tier 2

ttem #1 Total Reported for ImablilYy o Collector Recelve Payments, Dollars: 2EIEFENE 0% 2,454 540 001% 2508,150 00N 254540

ftsm &2 Total Reported for Imablilt o Proce 11 and Record Payments, Dollars: 35,31),706AT2 003% 2L ET2TE 002% 21,0082 001% 27853

tem & Total Reported for Iabillt o Inw it Funds, Collars: 1,000,704,543 Q153 1,502,357 0.00% 22,000,706 L) 300552
OPPORTUNITY IMPACT

ftem #4 Total Reported for ImablilYy © Set Up New Curtomers, Dollars: BIB0IM S 231% 2), €055 555% 2566560 27N 2450505

ftem #5 Totsl Reported for Imablilt o Make Price,Structure or Rate hanges, Dollare: 563,500 EEITE ), FA5E 003% 2% =1% PELCY- -]
REGULATORY!CONTRACTUAL IMPACT

ftem & Total Reporkd for nabliity to Meet Federal Procesing Dwadiines, Dollar: 23,254,045,226 005N 2),45.55) 00a% 21,006,754 002% 458,07

ttem # Total Reporkd forCelayed Tat Alings, Dollare: 2T TN ES /AN 2,500,023 12.56% 260,560 EATN 250083

ttem 4 Total Reporkd for Dvlayed Binefits Alings, Dollar: 25,135,000 292)% 21,0565 1047% 2568560 9.74% MOHS

lem #3 Tohl Reported tor Penalter to mest Reguiatbry Ceadiines, Dollars: 225,463,250 SEN ), F0,TES 38a% 156050 156% ML

ttsm #10 Total Reportsd for Liabllt for Rallure to Mestagresment v mititutions, Coliare: BIQITS L2446 000% 31,452,556 001% 21,0375 0% 518,74

tem #11 Total Reported for Liablilt for Fallure to Mestagresements v Curtom ers, Dollars: 210403401346 00N 2,456,196 00I% 250622 00N 520,000

Number of reporting Business Units: 48 Covering this many RC's: 313
Nok thatthe barkwid 01k s will hclide some app PprEe dowbk-ppothg. For hstrce, M2 d:pame sts conkdcanse the same $3mm mpact ftieywe e nabk b
Tacton, both d:parment woukd eport iatpotestdl mpact Howeuer, iatdoesy'tmear thattie @ worki be 3 mm mpact ey we ke both nabk © Mactba.
You won’t want to analyze individual

Departments/Functions until you have a company-wide
baseline to which they can be compared.
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Once we have the company-wide baseline, we can
compare each department to that baseline and begin to
see how our departments rank in perspective
to each other and to the company as a whole.

BANK-WIDE POTENTIAL QUANTIFIABLE IMPACT

Reflect the total poknialimpactota businens units inability to Lncion during the Aret?2 nours ofa cril .

EVALUATION USING WEIGHT SET #4

Bank-Wide wgnt Minimum Minimum Tier 2 Minimum Ties 3
TRANSACTIONAL IMPACT Impact Tier 1 et wup toTierl weht  upto Tier 2
tim #1 Totsl Reportsd for Inabllt; o Collector Recslve Pa;ments, Dollara NEIRHETE oo 2464540 oo 2508050 oo 254580
tsm & Total Reportsd for Irabil;  Proce 18 and Record Payments, Dollars WA om% €727 om% 2200923 om% e
Itsm & Total Reportsd for Inablilt:  Inw 1t Funds, Collars 21001704543 O 2150257 oa0% 21,00,705 G50 2500352
OPPORTUNITY IMPACT
tem & Totsl Reportsd for bl  Set Up New Curtomers, Dollars: e . Y . = ey e
tsm 45 Totsl Reportsd for Irabilt; 1 Make Fice, Structurs or Rate Changes, Dollars: 25650 w619 nmmme omm nm e )

REGULATORY/CONTRACTUAL IMPACT
tm &5 Totsl Rsporkd for Nabillt to Meet Federsl Prociing Dvadiines, Dollars 28240525 oos% 21,406,260 oo 200754 omw ez 07
tm & Tolal Rsporkd forDela:y
tm & Totsl Rsporkd for D)

g1, Dollar: wmses EE 2500023 1280 15056 saT 250083

ifith Alings, Dollars: 25,135,000 22% 205 84T peoyey TN Sk

Reguiabry Doadiines, Dollara: 225483250 ssom 20,687 23w wesa 1mW U
d for Liabillt r Rallure to Mestagresments w! Ratitutions, Collar QTS AIME oo 2.4 001 nmrse oo 191271
ANALYSIS OF POTENTIAL IMPAGT hars sment st Curtom ors, Dollars: 210440346 oo 214 o1 2615 oo o

CHAIG 7905, SECURTS FROCE SSING ADMBL Tir 100 Syvtem Fec e e Nurber of reporting Businedll Units: 1 Covering this many RC's: 313

201 ey we k Nk D

4 s Will Ciide some appoprie ddibk-rporthg. For hisBice, M2 d:pamme its cotkatse e same Fmm
poit tiatpotertal mpact Nk B N ICtD).

jeuer, iatdoes1'tm e b tiatthe & wouklbe 3 $Emm pact ey ve k

AMALYSIS OF POTENTIAL MPACT BY BulINE S UMIT
SAIRmS
SIP N, CPURATIONS ORSC. Tier 18
Section 3: Cuariatte brguct Tomtres o Cwbormime Recoverty Time Otyective (70 ANALYSIS OF
o A RN NS CPARTMENT, Tier 1e Syt S
Secton t: Gurmtutie bt Ove of Criicatty 1 e Bard s
C == C )
ANALYSIS OF POTINRAL IMPACT BY BUSINESS UNIT
OCSG 3060 WRE SERVICES ADMIN, Tir 4 Syvives Ricomenen Tio 1
Section 1 uuaetitate bract, Ove 4 Crifcaity 1o S (lak A
- C e C & )

Bt ity e it s e S, et B et B Tr Ay w0 b |
Saction 7 Reputaticnal ingect 4o Owteraine Over o Citicasty and Recowry Tie Gbective (RTO)
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We’ve Covered “How Much and When;
” What About “Where?”

If a geographic Region in which you do business is impacted by a
crisis, wouldn’t you want to know the potential impact?

M A T N

! \ Mill Valley Y y  yKensington gy,
RN N E it
_Mount - % d Il 131 o S EAAS
_ Tamalpais =N | R [1%,5_
SR i' LA leuron I
D ) vl 1 Belvedere _ g’ P Angel Island
5 nge : =
~5 Golden Gate " Sausalito Island San Francsco Bay i
Hational Sate tark
Recreation '\ L\
Area '(’_
\E
c Ocean e



We Collected Impact Data by Location of
Potential Impact; Here’s Why.

If you know where your Departments and Business

Functions are located....

...and the BIA has identified the potential impact that they
could represent if they cannot function for any reason....

...then if Pomona (for instance) is impacted by a crisis....

...you can estimate the potential impact to your company.

Facility

FPomona
FPomona
Fomona
FPomona
FPomona
FPomona

Potential Impact

Department Within 72 Hours
hanufacturing $700,000
Finance $60,000
Sales $1,850,000
Distribution $40 000
Procurement $90 000
Payrall $360,000

$3,100 000



GeoAnalysis

We can use the first three digits of any Zip
Code to do geographic analysis

701 would identify the city of New Orleans, LA.

Expanding that range to 700-701 would also include:

Laplace

Gramercy Metarie

Kenner Chalmette
Lutcher

Avondale
South Vacherie
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GeoAnalysis

What if we wanted to focus on facilities or employees in
the San Francisco Marina District?

(Which was more heavily impacted than other areas
of San Francisco by the 1989 Loma Prieta Earthquake.)

Then we could filter on ID First Name Last Name Zip Code First 3
. e 001 Tom Jones 94123 941
all 5 dlglts of the ZH.) 003  Jeremy Smith 94123 941
code because 94123 is 002 Henry Wong 94123 941
the ZIP e for the 011 Frank Renaud  S94123 941
¢ ] ch ] 017 Arthur Yee 94123 941
Marina District. 010 John Derere 94123 941
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Have we met the high-level goals ?

* Goal #1: Identify the impact that any individual
Department or Business Function could have on the
institution if it was unable to function for any reason.

* Goal #2: Have a final deliverable that will satisty
Goal #1 in clear and understandable language.

* Goal #3: Make the process as easy as possible for
the Departments.

UNIVERSITAS KOMPUTER INDONESIA



UNIVERSITAS KOMPUTER INDONESIA


Have we produced the deliverables ?

Report #1: Compared to other Departments or Business
Functions in the company, each Department/Function’s
criticality is this.

Report #2: Based on when a Department/Function could
cause Quantifiable Impact, its Recovery Time Objective
(RTO)would be this.

Report #3: Based on when a Departmental/Function could
cause Qualifiable/Reputational Impact, its RTO would be
this.
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Departments/Functions by Criticality

DEPARTMENTS BY CRITICALITY, BASED ON THEIR POTENTIAL IMPACT

Total Reported Total Reported Total Reported Total Reported
Impact Impact Impact Impact
Within 72 Hours Within 72 Hours Within 72 Hours Within 72 Hours

For Category 1 For Category 2 For Category 2

Showing percentage of company-wide reported impact represented.

123Manufacturing West (Sample Dept.)

$420,000 $0 $0 $420,000
22.34% 0.00% 0.00%
123Manufacturing West (Sample Dept.)
$420,000 $0 $0 $420,000
22.34% 0.00% 0.00%
12 3Manufacturing West (Sample Dept.)
$420,000 $0 $0 $420,000
22.34% 0.00% 0.00%

12 3Manufacturing West (Sample Dept.)

$420,000 $0 $0 $420,000
22.34% 0.00% 0.00%




Impact by Impact Category

REPORTED POTENTIAL IMPACT BY DEPARTMENT, BY IMPACT CATEGORY
Total Reported Total Reported Total Reported

Impact Impact Impact
Within 72 Hours Within 72 Hours Within 72 Hours
For Category 1 For Category 2 For Category 2
123 Manufacturing West $420,000 $0 $0
(Sample Dept.) 22.34% 0.00% 0.00%
123 Manufacturing West $420,000 $0 $0
(Sample Dept.) 22.34% 0.00% 0.00%
123 Manufacturing West $420,000 $0 $0
(Sample Dept.) 22.34% 0.00% 0.00%
123 Manufacturing West $420,000 $0 $0
(Sample Dept.) 22.34% 0.00% 0.00%
456 Finance $0 $0 $60,000
0.00% 0.00% 10.34%
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Impact Analysis by Department

123 Manufacturing West (Sample Contact John Smith (111) 222-3333 Daily Yolume $1,000,000
Impact Impact Impact Impact Imnact Total Impact
Within 2 hrs. Within 3-8 hrs.  Within 9-24 hrs. Within 25-48 hrs. Within 49-72 hrs. Within 72
IMPACT CATEGORY #1: $80,000 $140,000 $200,000 $0 $0 $420,000
IMPACT CATEGORY &2: $0 $0 $0 $0 $0 $0
IMPACT CATEGORY &3: $0 $0 $0 $0 $0 $0
REPUTATIONAL IMPA 9-24 hrs Description of If we were unable to operate production for as long $420,000

Reputational Impact: as 12 hours, we would go into a backorder position
and our customers would loose faith in our ability to
deliver product.

Atleast 20% of reported impact first hits within 3-8 Hours.

Total impactis less than $500,000 so this unit may not be critical.

Based on QUANTIFIABLE impact under $500,000, recommended RTO would be over 72 hours.

Based on when REPUTATIONAL impact would hit, system recommended RTO would be 924 hrs.

General Notes: The dollar impact entered above represents the cost of the chemicals already mixed that would

deteriorate and need to be discarded. Within 24 hours, we would have disposed of the entire
batch on hand. We would also be paying some disposal costs which I have included.
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Facility

Fomona
Fomona
Fomona
Fomona
Fomona
Fomona

Impact by Geographic Region

Potential Impact

Zip Prefix Department Within 72 Hours
917 Manufacturing $700,000
917 Finance $60 000
917 Sales $1,850 000
917 Distribution $40 000
917 Procurement $90 000
917 Payroll $360,000

Total Potential Impact: $3,100 000
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Impact by Geographic Region
Over a Timeline, by Category

POTENTIAL IMPACT BY GEOGRAPHIC REGION

Total Reported Impact  Total Reported Impact  Total Reported Impact

Within 72 Hours Within 72 Hours Within 72 Hours Total Reported Impact
For Category 1 For Category 2 For Category2 Within 72 Hours
Fresno

789 Distribution
$40,000 $0 $0 $40.000

789 Distribution
$40.000 $0 $0 $40.000

789 Distribution
$40.000 $0 $0 $40,000

789 Distribution
$40,000 $0 $0 $40,000

789 Distribution

$40,000 $0 $0 $40.000
Sacramento
123 Manufacturing West (Sample Dept.)

$420,000 $0 $0 $420,000

UNIVERSITAS KOMPUTER INDONESIA


UNIVERSITAS KOMPUTER INDONESIA


Dependency Identification

BUSINESS FUNCTIONS AND DEPENDENCIES BY DEPARTMENT
Dept. #789, Distribution

Function: Pack Merchandise Notes: Pack merchandise for
shipping.
Dependency: J&L Packaaina Materials If J&L could not supply the
Tvpe: Vendor packaging materials, we

would need to find another
source which could take
some time. Hey...maybe we
should find alternate
vendors now!

Dependency: Manufacturina If manufacturing cannot

Tvne: Other Department produce the product, we
cannot package it, so that

would be a dependency.

Dependency: Packaging Equipment While it would be possible
Type: System to pack by hand or
outsource the packaging,
we would lose a
considerable amount of
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You will want to have a lot of different views of the data
included in your BIA Analysis/product, for different
purposes and for different audiences.

The good news is that, since you decided on what you
wanted for your final product FIRST, you have all of
the data you need to provide ALL of these views.

ki

Total Potential

Impact Within
72 Hours

|\ g
- | - ¥l IvIanufacturing £18,000,000

TranicTOML WA

a0

: | E | et lanufacturing | $12,000,000
L — Foreign Distribution $9,000,000




With proper planning and implementation, we have
what we need to accomplish our Goals and Objectives.

Questions?
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