
Email Security
Girindro Pringgo Digdo



Whoami

• Seven years in Information Security

• Lecturer

• Author



Agenda

• Introduction

• Email Format

• Email Problems



Introduction

• MUA (Mail User Agent)
• Netscape, outlook, thunderbird, etc

• MTA (Mail Transfer Agent)Mailer
• Postfix, qmail, sendmail, etc



Email Format

Accroding to RFC 822 2822

• Header

• Body

From: Girin Digdo <girindigdo@gmail.com>

To: mahasiswa@unikom.ac.id

Subject: Final Task KSI

Final Task can be seen in online course. Thank You.

-- Girin Digdo



Email Format



Email Format



Email Problem

• Tapping

• Fake Email

• Virus Infiltration

• Spam

• Mail Bomb

• Mail Relay



Email Problem: Tapping

• No encryption in SMTP Port 25



Email Problem: Tapping

How to prevent from Tapping?

Encryption.



Email Problem: Fake Email

Post Office Analogy:

Everyone can send letter with fake address without rechecked



Email Problem: Fake Email



Email Problem: Fake Email



Email Problem: Fake Email

How to prevent from Fake Email?

• See the Header

• Use Digital Signature



Email Problem: Virus Infiltration

• Social Engineering
• Nilai-UAS.pdf

• Creditnumber.xlsx

• etc



Email Problem: Spam

• Unsolicited email

• Spam != Virus



Email Problem: Mail Bomb

• Send emails with the number of lots

• Mailbox become full of emails

• Easy to do



Email Problem: Mail Bomb

How to prevent from Mail Bomb?

• Limit the quota



Email Problem: Mail Relay

• A Mail Relay is a server, normally on the Internet, which can forward 
mail from its users to other mail servers.

• Usually done by spammers


