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SERTIFIKAT DIGITAL

Sertifikat digital adalah credential digital yang memberikan
informasi tentang identitas dari suatu entitas serta informasi
lainnya.

Sertifikat digital diterbitkan oleh Certificate Authority (CA).

CA menjamin validitas informasi di dalam sertifikat



JENIS SERTIFIKAT DIGITAL

% Sertifikat user/client

*» Sertifikat server
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KEGUNAAN SERTIFIKAT DIGITAL

* Enkripsi dan/atau otentikasi email

* Enkripsi dan/atau otentikasi dokumen

* Otentikasi pengguna pada suatu aplikasi
* Mengamankan protokol komunikasi

* Otentikasi software desktop /mobile
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IMPLEMENTASI SERTIFIKAT DIGITAL

= Smartcard
= Access badge
= Access control
= Biometric passport
= Electronic money
= |[dentity document
= Keycard lock
= Open Smart Card Development Platform

= Payment Card Industry Data Security
Standard

= Proximity card

= SSL
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HTTPS/SSL (SECURE SOCKETS LAYER)

/ B8 KIikBCA Individual X \

‘(— = C' #& |& https:}/ibank klikbca.com S| =

INDIVIDUAL [HOME]

Silakan memasukkan USER ID Anda

Please enter Your USER ID Tips
| | Keamanan
; Perbankan
Silakan memasukkan PIN Internet Banking Anda | Kk disini

Please enter Your Internet Banking PIN

cybertrust
cxicnded ralidation
worunod web aile

HOW TO GET STARTED:
To start using BCA
Internst Banking, You

must first register
through any BCA ATHM.
For further information,
please contact Halo BCA

SPADA

umusmmﬁﬁﬂ“& JIKA ANDA MENEMUKAN PADA SAAT
WML MALEREE BERTRANSAKS! INTERNET BANKING,




SSL —EV (EXTENDED VALIDATION)
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H Bank Mandiri - Internet E

€« = C # |E PT. BANK MANDIRI (PERSERO) TBK. ID]| https://ib.bankmandiri.co.id/retail/Login.do?a
! :

Vs

mandiri
INternet

_r||_|

Catatan :

1.

3

Isilah kolom *Masukan
LUSER ID Anda' dengan
USER ID yvang
merupakan kombinasi
huruf dan angka
sebanyak 6-10 karakter

. Isilah kolom *Masukan

PIM INTERMNET BANKING
Anda’ dengan nomor
sandi rahasia yang
berupa angka, sebanyak
6 karakter

. Apabila Anda

mendapatkan masalah
dengan MANDIRI
INTERNET Anda, silakan
hubungi Call Mandiri
di 14000

EIEEIES

g

HOME | SITE MAP | CONTACT US

Masukkan |
USER ID °

Masukkan PIN .
Internet Banking Anda °

BATAL

Untuk transaksi finansial gunakan Token FIN Mandiri

Pengguna Baru / Registrasi Ulang

Silakan klik disini untulk melakulkan proses

Alctivasi terlebih dahulu.

Ul

¢ WarlSian

BABOUT S5L CERTIFICATES

Lupa USER ID / PIN LOGIN?

Silakan klik disini untuk melakukan aktivasi
ulang.
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HTTP VS HTTPS

w SSL Certificate
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STRUKTUR SERTIFIKAT DIGITAL: X509

Certificate Certificate Signature Algorithm
Version
Serial Number Certificate Signature

Algorithm 1D
Issuer
Validity

Not Before

Not After
Subject

Subject Public Key Info

Public Key Algorithm

Subject Public Key
Issuer Unique Identifier (optional)

Subject Unique Identifier (optional)

Extensions (optional)



CONTOH SERTIFIKAT DIGITAL

Certificate | EE_

General |De13ils I Certification Path

ﬁ Certificate Information

This certificate is intended for the following purpose(s):

* Ensures the identity of a remote computer
* Proves your identity to a remote computer
#1,3.6.1.4.1.6334.1.100,1

-~
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Certificate

* Refer to the certification autharity's statement for details.

Issued to: ibank.kikbca,com

Issued by: Verizon Public SureServer EV S50 CA G14-5HAZ2

valid from 26/ 12/ 2014 to 25/ 12/ 2015

Issuer Statement

Learn more about cerfificates

Details | Certification Path

Blssuer

Show: [«:Ajl;s v]
Field Value =
B'u'ersion V3 -
mSerial number oe 5f2138ddcc027d 2faf ... |
BSignamre algorithm sha25aR5a
BSignature hash algorithm sha2sa

[=]| valid from 26 Desember 2014 20:27:29
=] valid to 26 Desember 2016 20:27:25
I-—']fll hiert ihanl klikhra came Diviei Teknn B

Verizon Public SureServer EV 5...

Learn more about certificate details

Edit Properties... Copy to File...

Certificate |

Certification Path

Certification path
I$| DigiCert Baltimore Root

View Certificate

Certificate status:

is certificate is OK.

Learn more about certification paths
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| MEMBUAT DAN MEMVERIFIKASI SERTIFIKAT DIGITAL

@_A
Certification Authority

Validation Authority

Pemilik sertifikat digital
Aplikasi yang

menggunakan tanda

tangan digital




| METODE PENYIMPANAN PRIVATE KEY DAN
SERTIFIKAT DIGITAL: FORMAT P12

PKCS#12 File

X.509

X.509
CA

— Certificate Chain

O

N

Private Key
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Certificate chain

Equifax
Root certificate

GeoTrust Global CA
Intermediate certificate

GeoTrust SSL CA - G3
Intermediate certificate

*.artsy.net
Tested certificate



REPOSITORY (TEMPAT PENYIMPANAN)
SERTIFIKAT DIGITAL
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~

Certificates

Intended purpose:

<All=

)

| Intermediate Certification Autharities | Trusted Root Certification Authorities I Trusted Publ * | *

Issued To
5l addTrust External ...

Elcertum ca

[ Baltimore CyberTru...

SClass 3 Public Prima...
[Z]cOMODO RSA Cert...
[Zlcopyright (c) 1997 ...
5| igiCert Assured ID...
5 bigicert Global Roo...
:_'éJDigiCErt High Assur...

Izsued By

AddTrust External CA...
Baltimore CyberTrust ...
Certum CA

Class 3 Public Primary ...
COMODO RSA Certific...

Copyright (c) 1957 Mi...
DigiCert Assured IDR....
DigiCert Global Root CA
DigiCert High Assuran. ..

Expiratio...

30,/05/2020
13/05/2025
11/06/2027
02/08/2028
19/01/2038
31/12/1999
10/11/2031
10/11/2031
10/11/2031

Friendly Mame 2

= |
The USERTrust ... |=|
DigiCert Baltimor. ..
Certum

VeriSian Class 3 ...
COMODO SECU. .,
Microsoft Timest...

DigiCert
DigiCert
DigiCert

[ Impart... H Expart...

Remove

Certificate intended purposes

Server Authentication, Client Authentication, Secure Email, Code Signing, Time
Stamping, Encrypting File System, IP security tunnel termination, IF security

user

Learn more about certificates

View

Close

Microsoft

@ Certificate Manager =B &
Your Certiﬁcatesl People! S-en.rers| Authorities | Othersi
You have certificates on file that identify these certificate authorities:
Certificate Name Security Device =)

aAC Camerfirma 5.4,
Chambers of Commerce Root - 2008
Glebal Chambersign Root - 2008
AAC Camerfirma 54 CIF AB2743287
Chambers of Commerce Root
Glebal Chambersign Root
aACCV
ACCVRAIZL
aActalis 5.p.A./03358520967
Actalis Authentication Root CA
afddTrust AB
AddTrust External CA Root
AddTrust Class 1 CA Root
AddTrust Public CA Root
AddTrust Qualified CA Root

afffirmTrust

AfFirmn Teoet (e e arsial

COMODO 5HA-256 Client Authentication and Secure ..,

Builtin Object Token
Builtin Object Token

Builtin Object Token
Builtin Object Token

Builtin Object Token

Builtin Object Token

Builtin Object Token
Builtin Object Token
Builtin Object Token
Builtin Object Token
Software Security Device

Eliltim Olbizet Toleaem

View... Edit Trust... Export...

Delete or Distrust...

Mozilla
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CARA IMPORT SERTIFIKAT DIGITAL

Double click pada file p12 >> import ke sistem operasi (MS Windows, OSX)
Import menggunakan Internet Explorer (MS Windows)

Import menggunakan Google Chrome (MS Windows, OSX, Linux)
Menggunakan Certificate Manager (CERTMGR) (MS Windows)

Khusus untuk produk Mozilla, harus diimport terpisah (MS Windows, OSX, Linux)
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TRUSTED (DIGITAL) TIMESTAMPING

Trusted Timestamping adalah proses untuk menyimpan secara
aman segala bentuk perubahan dan modifikasi waktu pada
dokumen.

Secara aman di atas maksudnya adalah menjaga integritas
waktu penandatanganan sehingga tidak dapat dimodifikasi
(bahkan oleh penandatangan dokumen).
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TRUSTED (DIGITAL) TIMESTAMPING

Within a company Timestamping Authority (TSA)

R Earculate hash Send hash to TSA

Data. |11:|11 1D1U1| /—Ylmn...mlﬂll_l_ Timestamp

,,.-l"'"

Calculate hash

Dﬂlﬂa.glﬂﬂ Tlhas is a digital
I—I signature of the
_ hash concatenate
Apply private key ' to the timestamp
of the TSA
Signed timestamp

and hash are |

returned to requester | 0010...01011 + Timestamp

Store together
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VERIFIKASI TIMESTAMP

N

Data +_Ti|mes_tampi+ 0010...01011

1

Calculate hash
Apply public key of

| 1011.,,1010 | Timestamping Authority
(TSA)

Calculate hash Y
v ¥
Iﬂﬂlﬂ...ﬂlﬂlll 2 1{1{]10...{]1011{

If the calculated hashcode equals the result of the decrypted signature, neither the document or
timestamp was changed and the timestamp was issued by the TTP. If not, either of the previous

statements is not trie.
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DEMO TANDA TANGAN DIGITAL PADA APLIKASIﬂ“Eg‘%P
PERKANTORAN

Tanda Tangan Digital pada Dokumen Microsoft Office, Libre Office
Tanda Tangan Digital pada PDF
Tanda Tangan Digital pada Email (Thunderbird)



CONTOH TIMESTAMP AUTHORITY

https: / /tsa.rootca.or.id /
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Ricky Prajoyo
ricky.p@kominfo.go.id
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