
Susmini I. Lestariningati, M.T
Rekayasa Internet

Definisi Keamanan Jaringan



Sistem Komputer

Internet Engineering @lestariningati

Networks

• A network is a set of devices (often referred to as nodes) connected by communication 
links. A node can be a computer, printer, or any other device capable of sending and/or 
receiving data generated by other nodes on the network. 


• Distributed Processing  
• Most networks use distributed processing, in which a task is divided among multiple 

computers. Instead of one single large machine being responsible for all aspects of a 
process, separate computers (usually a personal computer or workstation) handle a 
subset. 


• Network Criteria 

• A network must be able to meet a certain number of criteria. 

• The most important of these are performance, reliability, and security. 
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Network Criteria

• Performance  
• Performance can be measured in many ways, including transit time and response time. Transit 

time is the amount of time required for a message to travel from one device to another. 
Response time is the elapsed time between an inquiry and a response. The performance of a 
network depends on a number of factors, including the number of users, the type of 
transmission medium, the capabilities of the connected hardware, and the efficiency of the 
software. 


• Performance is often evaluated by two networking metrics: throughput and delay. We often 
need more throughput and less delay. However, these two criteria are often contradictory. If we 
try to send more data to the network, we may increase throughput but we increase the delay 
because of traffic congestion in the network. 


• Reliability  
• In addition to accuracy of delivery, network reliability is measured by the frequency of failure, 

the time it takes a link to recover from a failure, and the network's robustness in a catastrophe. 

• Security 


• Network security issues include protecting data from unauthorized access, protecting data 
from damage and development, and implementing policies and procedures for recovery from 
breaches and data losses. 
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What is Security?

• Computer Security: “The protection 
afforded to an automated information 
system in order to attain the applicable 
objectives of preserving the integrity, 
availability and confidentiality of 
information system resources (includes 
hardware, software, firmware, 
information/data, and 
telecommunications)” 

• “ Perlindungan yang diberikan untuk sistem 
informasi otomatis untuk mencapai tujuan 
yang berlaku menjaga integritas, 
ketersediaan dan kerahasiaan sumber daya 
sistem informasi (termasuk hardware, 
software, firmware, informasi / data, dan 
telekomunikasi)”
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Syarat Security

• Confidentiality 
• Preserving authorized restrictions on information access and 

disclosure, including means for protecting personal privacy and 
proprietary information.


• Integrity 
• Guarding against information modifications or destruction, 

including ensuring information non-repudiation and authenticity. 

• Availability 

• Ensuring timely and reliable access to and use of information
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Ancaman (Threats) dan Serangan (Attacks)
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Jenis-jenis Acaman
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Jenis-jenis Serangan
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Serangan Aktif

11



Sistem Komputer

Internet Engineering @lestariningati

Layanan Keamanan (X.800)

• Authentication 
• The assurance that the communicating entity is the one it claims to be


• Access Control 
• The prevention of unauthorized use of a resource 


• who can have access to a resource,

• under what conditions access can occur, 

• what those accessing the resource are allowed to do


• Data Confidentiality 
• The protection of data from unauthorized disclosure


• Data Integrity 
• The assurance that data received are exactly as sent by an authorized entity (i.e., contains no 

modification, insertion, deletion or replay).

• Non-Repudiation 

• Provides protection against denial by one of the entities involved in a communication of having 
participated in all/part of the communication.
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Model Untuk Keamanan Jaringan 
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Hot Issue - Year 2017

• http://www.tribunnews.com/nasional/
2017/03/30/hacker-haikal-hanya-
lulusan-smp-sudah-retas-4600-situs-
ojek-online-hingga-polri-dijebol
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Hot Security Issues - Year 2016

• https://www.theguardian.com/news/2016/apr/03/what-you-need-to-know-about-the-panama-papers
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Hot Security Issues - Year 2015

• Kronologis Hilangnya Uang Nasabah Bank Mandiri


• http://regional.kompas.com/read/2015/08/11/12185971/
Kronologi.Hilangnya.Uang.Nasabah.Bank.Mandiri.Versi.Korban
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Hot Security Issues - Year 2014

• Heartbleed
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Hot Security Issues - Year 2012-2013

• Masih tetap didominasi virus / worm / malware / spam

• Identity theft (individu & perusahaan)

• Cyberwar mulai menjadi topik diskusi

• Penipuan-penipuan di jejaring sosial, SMS
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presidensby.info ... Hacked again (2013)
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Hot Issues - Year 2011

• Research In Motion (RIM) – pembuat BlackBerry –  dipaksa untuk memiliki server di 
Indonesia. 

• Salah satu alasan yang digunakan adalah agar Pemerintah dapat melakukan 

penyadapan (interception)

• https://inet.detik.com/telecommunication/d-2060337/siap-siap-rim-cs-akan-dipaksa-

bangun-server-di-indonesia
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Hot Issues - Year 2010

• Mulai populernya social network (web 2.0)

• Facebook, Friendster, …


• Masalah

• Pencurian identitas (identity theft)

• Penurunan produktivitas kerja

• Masalah etika dan legal
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Phising

From: <USbank-Notification-Urgecq@UsBank.com> 
To: … 
Subject: USBank.com Account Update URGEgb 
Date: Thu, 13 May 2004 17:56:45 -0500 

USBank.com 
                               Dear US Bank Customer, 
During our regular update and verification of the Internet Banking Accounts, we 
could not verify your current information. Either your information has been 
changed or incomplete, as a result your access to use our services has been 
limited. Please update your information. 

To update your account information and start using our services please click on 
the link below: 
http://www.usbank.com/internetBanking/RequestRouter?requestCmdId=DisplayLoginPage 

Note: Requests for information will be initiated by US Bank Business Development; 
this process cannot be externally requested through Customer Support.
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Spam

• Email yang berisi sampah (umumnya iklan)

• Menghabiskan jaringan, disk, waktu pekerja

• Spam merugikan bisnis
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Abuse dari Dalam

• 1999 Computer Security Institute (CSI) / FBI Computer Crime Survey menunjukkan 
beberapa statistik yang menarik, seperti misalnya ditunjukkan bahwa “disgruntled 
worker” (orang dalam) merupakan potensi attack / abuse. 
	 http://www.gocsi.com
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Disgruntled workers 86%
Independent hackers 74%
US competitors 53%
Foreign corporation 30%
Foreign government 21%
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Saphire Worm
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Kejahatan Perbankan

• Januari 2010. Dimulai dari ATM di Bali, 
beberapa ATM didapati dipasang alat 
skimmer.

• Banyak nasabah yang uangnya 

diambil melalui penggandaan kartu 
ATM


• Masalah kemudian merebak ke 
berbagai tempat


• Menjadi isu utama di berbagai media
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Kejahatan di ATM
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Menyadap PIN 
dengan Kamera 

Wireless
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Penipuan Lain

• Penipuan melalui SMS

• Anda menang sebuah undian dan harus membayarkan pajaknya. Pajak dapat 

dibayarkan melalui mesin ATM (transfer uang, atau dengan membeli voucher yang 
kemudian disebutkan nomornya)


• Banyak yang percaya dengan modus ini

• Social Engineering

• Hipnotis?
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Bisakah kita Aman?

• Sangat sulit mencapai 100% aman

• Ada timbal balik antara keamanan vs. kenyamanan (security vs convenience)

• Semakin tidak aman, semakin nyaman

• Juga “security vs performance”

• Definisi computer security


A computer is secure if you can depend on it and its 
software to behave as you expect 

(Garfinkel & Spafford)
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Beberapa Sebab Peningkatan Kejahatan Komputer

• Aplikasi bisnis yang berbasis komputer / Internet meningkat.

• Internet mulai dibuka untuk publik tahun 1995

• Electronic commerce (e-commerce)


• Statistik e-commerce yang meningkat

• Semakin banyak yang terhubung ke jaringan (seperti Internet).

• Pemakai makin melek teknologi dan kemudahan mendapatkan software.


• Ada kesempatan untuk menjajal. Tinggal download software dari Internet. (Script 
kiddies)


• Sistem administrator harus selangkah di depan.
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